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About This Document

Abstract

This document provides descriptions and procedures for the installation, operation and maintenance of the
ControlEdge HC90Controller hardware.
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Symbol Definitions

The following table lists those symbols that may be used in this document and on the product to denote
certain conditions.

Symbol Definition

This DANGER symbol indicates an imminently hazardous situation, which,
DANGER if not avoided, will result in death or serious injury.

This WARNING symbol indicates a potentially hazardous situation, which, if
A WARNING ot avoided, could result in death or serious injury.

This CAUTION symbol may be present on Control Product instrumentation

A\ CAUTION and literature. If present on a product, the user must consult the
appropriate part of the accompanying product literature for more
information.

This CAUTION symbol indicates a potentially hazardous situation, which, if
CAUTION not avoided, may result in property damage.

WARNING

A PERSONAL INJURY: Risk of electrical shock. This symbol warns the user of a
potential shock hazard where HAZARDOUS LIVE voltages greater than 30 Vrms,
42.4 Vpeak, or 60 Vdc may be accessible. Failure to comply with these
instructions could result in death or serious injury.

ATTENTION, Electrostatic Discharge (ESD) hazards. Observe precautions for
handling electrostatic sensitive devices

CAUTION, HOT SURFACE: This symbol warns the user of potential hot surfaces
which should be handled with appropriate caution.

Protective Earth (PE) terminal. Provided for connection of the protective earth
(green or green/yellow) supply system conductor.

Functional earth terminal. Used for non-safety purposes such as noise immunity
improvement. NOTE: This connection shall be bonded to protective earth at the
source of supply in accordance with national and local electrical code requirements.

Earth Ground. Functional earth connection. NOTE: This connection shall be bonded
to Protective earth at the source of supply in accordance with national and local
electrical code requirements.

Chassis Ground. Identifies a connection to the chassis or frame of the equipment
shall be bonded to Protective Earth at the source of supply in accordance with
national and local electrical code requirements.
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Introduction - Purpose

1.1.

Purpose

1. Introduction

This publication describes the installation, operation, and maintenance of the Hor@ywslEdge
HC900Controller. This publicatioincludes the following sections.

Chapter Title Page Content

Introduction 1 Model numbers, how to verify component compatibility, function description of
components, feature summary.

Components and 15 Functional features and physical characteristics of the system and of each major

Architecture component of the ControlEdge HC900 Controller. Networking components and
methods of interconnection.

Pre-Installation 40 Pre-planning considerations and procedural guidelines for planning an installation.

Planning

Rack Installation 72 Procedures for installing the major components of the system: controller rack, 1/0
expansion racks, and communication interconnections.

I/O Module 83 Procedures for installing I/O modules in the controller rack and 1/0 expansion

Installation and racks, and for wiring field devices to the terminal block associated with each

Wiring I/0O module.

Communications 141 Guidelines for installing RS-232, RS-485 to USB cable, RS-485, and Ethernet

Installation cabling and associated components.

Operating 167 Characteristics of the ControlEdge HC900 Controller as they relate to

Characteristics configuration of a control strategy, and to operation of an installed and running
system.

Redundant 177 Characteristics of redundant operation.

Operating

Characteristics

Diagnostics and 183 Mechanisms that detect and react to faults in the operation of ControlEdge HC900

Troubleshooting Controller hardware and/or software components.

Analog Calibration 204 Hardware configuration required for calibrating Al and AO modules from the
configuration software.

Removal and 208 Guidelines for replacing system components; includes Cautions and Warnings as

Replacement applicable.

Procedures

Specifications 217 Details of ControlEdge HC900 Controller design and functioning.

Appendix - 233 The Remote Termination Panel (RTP) provides an easy way to connect the

Installation of ControlEdge HC900 controller to the field wiring. The RTP integrates some of the

Remote typical externally connected components, reducing wiring and setup time. It also

Termination Panels
(RTPs)

minimizes the need for multiple wires under a single screw connection by
expanding the connectivity of the shared terminals of the 1/0O modules.

Revision 7
April 2018

ControlEdge HC900 Process & Safety Controller User and Installation Manual




Introduction

1.2. Model Selection Guide

Legacy System

Description Model number SIL Compatible*
Racks
4 1/0 Slot Rack 900R04 i 0001 No
8 1/0 Slot Rack 900R08 7 0101 No
12 1/O Slot Rack 900R127 0101 No
8 Slot Rack -Red. Power 900R0O8R i 0101 No
12 Slot Rack - Red. Power 900R12R T 0101 No
Redundant CPU Rack 900RRO T 0001 No
Controllers
Controller C50 CPU 900C52 1 02XX-00 No
Controller C30 CPU 900C321 02XX-00 No
Controller C70 CPU 900C721 01XX-00 No
Controller C70R CPU 900C72R i 01XX-44 No
Redundancy switch module 900RSM i 0001 No
I/O Scanner - 2 Port (1 per I/O rack) 900C73R i 01XX-44 No
I/O Scanner (for remote rack) 900C531 02XX-00 No
Redundant Power Status Module 900PSM i 0001 No
Power Supplies
120/240VAC, 60W 900P01 7 0001 No
120/240VAC, 28W 900P02 7 0001 No
+24VDC 900P24 7 0001 NA
I/O Modules
Analog Input (8 channel) 900A01 7 0102 No
High Level Analog Input (16 channel) 900A16 7 0001 No
Analog Output, 0 to 20mA, (4 channel) 900B01 7 0201 No
Analog Output, 0 to 20mA, (8 channel) 900B08 i 0001 No
Analog Output, 0 to 20mA, (16 channel) 900B16 7 0001 No
Digital Input, Contact type, (16 channel) 900G017 0102 No
Digital Input, 24VDC (16 channel) 900G02 7 0102 No
Digital Input, 24VDC (32 channel) 900G3271 0001 No
Digital Input, 120/240 VAC, (16 channel) 900G03 7 0102 No
Digital Input, 120/240VAC, 125VDC (16ch-Iso) 900G04 i 0001 No
Digital Output, Relays (8 channel) 900HO01 7 0102 No
Digital Output, 24VDC (16 channel) 900H02 7 0102 No
Digital Output, 24VDC (32 channel) 900H32 7 0001 No
Digital Output, 120/240 VAC (8 channel) 900HO03 7 0102 No
Pulse/Frequency/Quadrature 900KO01 i 0101 NA

*Reference only T For the latest Hardware and firmware revision numbers can be found at:
https://www.honeywellproess.com/library/support/Public/Download€lontrolEdge HC960
SafetyControllerModulesRevisions.zip
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Description Model number SIL Compatible*
I/O Components

Low VoltageTerminal Block (Euro style) 900TEK i 0001 No
Low VoltageTerminal Block (Barrier Style) 900TBK i 0001 No
High VoltageTerminal Block (Euro style) 900TER T 0001 No
High Voltage Terminal Block (Barrier Style) 900TBR 7 0001 No
High Density Terminal Block 900TCK T 0001 No
I/O Components

Analog Input Remote Terminal Panel (RTP) 900RTA T LOO1 NA
Relay Output Remote Terminal Panel (RTP) 900RTR T HO01 NA
DI, DO, AO Remote Terminal Panel (RTP) 900RTS T 0001 NA
Low Voltage RTP Cable (1.0M, 3.28ft.) 900RTC i LO10 NA
Low Voltage RTP Cable (2.5M, 8.2ft.) 900RTC T L0O25 NA
Low Voltage RTP Cable (5.0M, 16.4ft.) 900RTC i LO50 NA
High Voltage RTP Cable (1.0M, 3.28ft.) 900RTC i HO10 NA
High Voltage RTP Cable (2.5M, 8.2ft.) 900RTC i H025 NA
High Voltage RTP Cable (5.0M, 16.4ft.) 900RTC i HO50 NA
High Density RTP Cable (1.0M, 3.28ft.) 900RTC i 3210 NA
High Density RTP Cable (2.5M, 8.2ft.) 900RTC i 3225 NA
High Density RTP Cable (5M, 16.41t.) 900RTC-3250 NA
Filler Block Terminal Cover 900TNF i 0001 NA
Shield Terminal Strip (package of 2) 900TSS T 0001 NA
Terminal board jumpers (10, two pos jumpers) 900J02 1 0001 No
Terminal board jumpers (10, ten pos.jumpers) 900J10 7 0001 No
Manuals

Full Document set on CD 900ME1 i 00XX-XX NA
Software

HC Designer Config. Software CD 900WO01 i 00XX-XX NA
HC Utilities Software/Documentation CD 900W02 i 00XX-XX NA
Kits & Accessories

Redundant Power, Rack Extension Kit 900RPE T 0001 NA
Spare I/O Label Kit 514522621 501 NA
Replacement Battery Kit 51500638 1 501 NA
Ethernet Cable (10 feet) 5145143271 010 NA
Ethernet Cable (20 feet) 5145143271 020 NA
Ethernet Cross-over Cable (20 feet) 514519961 020 NA
Null Modem Cable 514047557 501 NA
Null Modem Cable used with 900C70R 500048201 501 NA
250 ohm Shunt Resistor Kit (8/pkg.) 512059951 501 NA
Ethernet Switching Hub (8 Ports) 500089301 001 NA
24 VDC Power Supply 500470981 001 NA

*Reference only i For the latest Hardware and firmware revision numbers can be found at:
https://www.honeywellprocess.com/library/support/Public/Download@dntrolEdge HC900
SafetyControllerModulesRevisions.zip
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Operator Interface
Description Model number
900 Control Station 100 Scr |[900CS107 xx
900 Control Station 150 scr |[900CS157 xx

Station Designer Software 900SDS i 12-44-00
Ol Accessories & Kits

CompactFlash Memory Module 500406361 002
USB Programming Cable 50038817 001

100 Screen Protective H50038816 501
100 Replacement BacklIl i ¢50038818 501
100 Rmgnt TaucheScreen Assy 50038820 501
100 Mounting plate adapg50039118 501
24 VDC Power Supply f or50047098 001
900 Control Station User Manual (paper) 51-52-25-148

150 Screen Prtective H5003881a 502
24vDC Power Supply for 1(50047098 001
GSM/GPRS Cellular Modem Kit 50047099 501

New Non-SIL System

Description Model number SIL Compatible*

Controllers

Controller C30 CPU 900C307 0460 No
Controller C50 CPU 900C50 1 0460 No
Controller C70 CPU 900C7071 0460 No
Controller C75 CPU 900C75 71 0460 No
I/O Scanner i 2 Port (1 per I/O rack) 900S7571 0460 No
I/O Scanner i 1 Port (1 per I/O rack) 900S50 7 0460 No
Power Supplies

120/240 VAC. 60W 900P01-0301 No
24 VDC, 60 W 900P24-0301 No

*Reference only T For the latest Hardware and firmware revision numbers can be found at:
https://www.honeywellprocess.com/library/support/PulaiDownloadsControlEdge HC900
SafetyControllerModulesRevisions.zip
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SIL System
Description Model Number SIL Compatible*

Racks
4 1/0O Slot Rack 900R04 1 0200 Yes
8 I/0 Slot Rack 900R08 1 0200 Yes
12 1/0 Slot Rack 900R12 7 0200 Yes
8 Slot Rack -Red. Power 900R08R i 0200 Yes
12 Slot Rack - Red. Power 900R12R i 0200 Yes
Redundant CPU Rack 900RRO T 0101 Yes
Controllers
Controller C30 CPUi SIL 900C30S 7 0460 Yes
Controller C50 CPU i SIL 900C50S 7 0460 Yes
Controller C70 CPUi SIL 900C70S 7 0460 Yes
Controller C75 CPU i SIL 900C75S 7 0460 Yes
I/0 Scanner i 1 Port (1 per I/O rack) - SIL 900S50S i 0460 Yes
I/O Scanner i 2 Port (1 per I/O rack) - SIL 900S75S T 0460 Yes
Documentation
Full Document seton CD i SIL 900ME1S i 0060-00 Yes
Full document set, SIL hard copy i 900ME2S i 0060-00 Yes
English
I/O Modules
Analog Input 900A01-0202 Yes
(8 channel)
Analog Input Hi level (16channel) 900A16-0101 Yes
Analog Input Hi level (16 channel 900A16-0103 Yes
@100ms)
Analog Output, 0 to 20mA, (4 channel) 900B01-0301 Yes
Analog Output, 0 to 20mA, (8 channel) 900B08-0202 Yes
Analog Output, 0 to 20mA, (16 channel) 900B16-0202 Yes
Digital Input, Contact type, (16 channel) 900G01-0202 Yes
Digital Input, 24VDC 900G02-0202 Yes
(16 channel)
Digital Input, 120/240 VAC, (16 channel) 900G03-0202 Yes
Digital In, 120/240 VAC, 125VDC 900G04-0101 Yes
(16 channel-Isolated)
Digital Input, 24VDC 900G32-0101 Yes
(32 channel)
Digital Output, Relays 900H01-0202 Yes
(8 channel)
Digital Output, 24VDC 900H02-0202 Yes
(16 channel)
Digital Output, 120/240 VAC (8 channel) 900H03-0202 Yes
Digital Output, 24VDC (32 channel) 900H32-0102 Yes
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Pulse/Freq/Quad (4chan, 1Quad) 900K01-0201 Can be used in Safety systems on
the Process Worksheet ONLY.

Safety Universal Input/ Output 900U02-0100 Yes

Low VoltageTerminal Block (Euro style) 900TEK-0200 Yes

Low VoltageTerminal Block (Barrier style) 900TBK-0200 Yes

High VoltageTerminal Block (Euro style) 900TER-0200 Yes

High VoltageTerminal Block (Barrier style) 900TBR-0200 Yes

High Density Terminal Block (Euro style) 900TCK-0200 Yes

Filler Block Terminal Cover 900TNF-0200 Yes

Analog Input Remote Terminal Panel 900RTA-LOO1 No

(RTP)

Relay Output Remote Terminal Panel 900RTR-H001 No

(RTP)

DI, DO, AO Remote Terminal Panel (RTP) 900RTS-0001 No

Power Supplies

120/240 VAC. 60W 900P01-0401 Yes
Redundant Power status module 900PSM-0200 Yes
Redundant Switch module 900RSM-0200 Yes

*Reference only T For the latest Hardware and firmware revision numbers can be found at:
https://www.honeywellprocess.com/library/support/Public/DownloadddntrolEdge HC900
SafetyControllerModulesRevisions.zip

Conventions

Throughouthis guide, where the teRtL e g a ¢ y issugesl thesfati@ving model numbeiare
applicable
1 Legacy systems Model Numbers
- 900C51i 00XX-00

- 900C52i 00XX-00

- 900C31i 00XX-00

- 900C32i 00XX-00

- 900C71i 00XX-00

- 900C72i 00XX-00

- 900C71R 0000-XX

- 900C72R’ 0000-XX

- 900RSMi 0001

- 900C73R’ 0000-XX

- 900C53i 00XX-00
Throughout this guide, whetbke texti N e w s yissused thesfalowing model numbsiare
applicable.
Note: Model number chang®00*xx where if *= C designates Controller modul@ &rS designates
Scanner module
1 New System (SIL and Non SIL Model Numbérs)
- 900C3060460
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- 900C500460

- 900C700460

- 900C750460

- 9005750460

- 900S560460

- 900C30S 0460

- 900C50S 0460

- 900C70S 0460

- 900C75%0460

- 900S50S 0460

- 900S7580460

- *Reference only i For the latest Hardware and firmware revision numbers can be
found at:
https://www.honeywellprocess.com/library/support/Public/Download3dntrolEdge
HC900SafetyControllerModulesRevisions.zip

ATTENTION

For the Legacy systems, it is specifically mentioned in the guide wherever applicable. The other text is
applicable to the ne@ontrolEdge HC908ystem. Modems are not qualified with the réentrolEdg
HC900system.

Checking ControlEdge HC900 Model Numbers for Compatibility

ATTENTION

Be sure to check your model numbers for compatibility before installation. GontaolEdge HC900

system to be fully compatible, all cponents must have matching model numbers.

Each componentds model numb e i XXiY¥ ZZnFartexamme, X X X X X X X
ControlEdge HC900 CPU is 900C71R -0000- 40. For redundant CPU systems,

component model numbers ZZ numbers must match. For non - redundant CPU
system s, component model numbers YY numbers must match. See examples
below.
Example of a compatible redundant system
Component Model Number XXXXXXX-XXYY-ZZ
ControlEdge HC900 CPU 900C71R-0000-40
Scanner 2 900C73R-0000-40
HC Designer Software 900W01-0040-40
Manuals CD 900ME1-0040-40
Example of a compatible neledundant system
Component Model Number XXXXXX-XXYY-ZZ
ControlEdge HC900 CPU 900C51-0040-00
Scanner 1 900C53-0040-00
HC Designer Software 900W01-0040-40
Manuals CD 900ME1-0040-40
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1.3. Functional Description

All Controllers

The HoneywellControlEdge HC90Qontrolleris an integrated loop and logic controller that is designed
specifically for smaland mediurrscale unit operations

It comprises a set of hardware and wafte modules that can be assembled to satisfy any of a
broad range of process control applications. CaetrolEdge HC90@ontroller can consist of a
single rack, as indicated Figurel, or can be can be netwedkwith other controllers via
Ethernet links to expand the dimensions of control over a wider range of unit processes, as
indicated inFigure?2.

Although theControlEdge HCO0&1/E2 ports provide protection agaiStbersecurity/DOS type
attacks, additional protection is required for safety applications using a firewall device configured to
prevent uncontrolled messages into the controller. The figures in this manual assume the firewall is
installed properly abovihe controller's Ethernet connection(s) E1 and E2.

Figure 11 Small ControlEdge HC900 Controller Configuration
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Qualified
Ethernet Switch

Figure 21 Expanded ControlEdge HC900 Controller Configuration (C50/C70 CPU only)

The ControlEdge HC90Controller design enables users and OEMs who are adept in system integration
to assemble a system that fits a broad range of requirements. Any configuration can be readily modified
or expanded as requirements dictate. In initial condiipn and in subsequent modifications, the
ControlEdge HC90Controller affords an optimum balance of performance and economy.

Configurations such as those showrrigurel and inFigure2, as well as many variations, can be
assembled from modular components. Many of the components are available from Honeywell, and some
are available from thirgparty suppliers. These modular components are available in any quantityxand m
that make the most sense for a given application.

As indicated inFigure3, theControlEdge HCO0Controller includes provisions for communication via
Ethernet with host systems such as the HoneyeglerionHMI and other HMI software that supports
Ethernet Modbus/TCP protocol. Also, the communication structure @dh#olEdge HC900

Controller enables remote placement of input/output components, allowing significant economies in
cabling and wiring.
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Redundancy

Experion or 3
party SCADA

900 Control
Station Redundant HC900
Remote
Expansion
Racks

Qualified Ethernet
un-managed Switches

Redundant!O
Communications

Figure 31 Single process with redundancies
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i Redundant CPUsRedundancy is provided by tw&’5CPUs operating in a controller rack; this rack has no
I/0. A Redundancy switch motiu(RSM) sits between the CPUs.

¢ Redundant CPU PowefTwo power supplies?01one for eaclC75CPU. Model numbers are 900P@B01and
900P010401

£ Redundant CPWO connectiori Each CPU has its own 100 baB&thernet physical communication link with
one or more racks of I/O. Multiple 1/0 racks require Ethernet switches

O /O racksi 5 racks shown, top to bottom:sfot w/1 power supply,-8lot w/1 power supply, $2lot w/1 power
supply, 8slot w/redundant powesupplies, 1&lot w/redundant power supplies. A Power Status Module (PSM) is
required with redundant power supplies. High and low capacity power supplies are available

¥ Dual Networks for Host communication®ual Networks for Host communicatisrare jpovided on theC75

CPU.Both network ports are continuouslgtive on the Lead controllefhe network ports on the Reserve CPU are

not available for external communications. Experion HS and the 900 Control Station (15 inch model)Buglport
Ethernet comunications and automatically transfer communicattorthe opposite E1/E2 padturing a network

failure. Connections to these ports are to be considered part of the control network layer and as such care must be
taken to reducexposure to uncontrolledihknown network communications. A properly configured firewall such

as the MOXA EDR810 is recommended to help mitigate the exposure.

: Scanner 2 modulihas 2 ports, onfer each CPU connection to I/@his 10 network between the controllers

and scanneris considered proprietary with no other Ethernet traffic.
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1.4. Feature Summary

Hardware

1 Modular rack structure; components are ordered individually as needed

1 CPU with EtherneaindisolatedRS485communications

1 Easy to assemble, modify, and expand

1 C30 and C308ontrollers provide lodd/O connections while C50/C78hd C50S/C70S
Controllers provide for remote input/output rack connections over a private Ethekeel
network

1 Parallel processinga microprocessor in each I/O modplerforms signal processing, to
preserve update rates

1 Power supplies provide power to CPU rack and Scanner I/O sack

Redundancy
1 RedundanC75CPU
1 Redundancy Switch Module (RSMYequired between redundant CPUs
1 Redund@nt Power Supply provides redundant power éamy CPU rack or Scanner2 I/O rack
1 Power Status Module (PSM)required when using a second power supply in Scanner2 1/O
rack

Communications

All CPUs (except where noted):
1 Serial Ports:
- Legacy

ATwo serial portsgonfigurable for R®32 orgalvanically isolatedRS-485
communications.

ARS232 port can be used for link to PC for 900 Designer configuration tool (up to
50ft/12.7 Meters) or via modem. Also can be configured for Modbus RTU,
master or slave.

ARS 485 porused for 2 wire link to legacy operator interface (ELN protocol) or
can be configured for Modbus RTU, master or slave communications (up to
2000 Ft /600 Meters).

- New Controllers

A Two isolatedRS 485 communications ports

AUSB to RS485 cable must be obtdrto support link to PC for 900 Designer
configuration tool

ACan be configured for Modbus RTU, master or slave communications (up to
2000 Ft /600 Meters)

12 ControlEdge HC900 Process & Safety Controller User and Installation Manual Revision 7
April 2018



Introduction

- Ethernet 10/100 BasE connection:

APort(s) configured to Auto Negotiatelefault to half dugx

A C30'C30S controller up to 5 PC hosts via Modbus/TCP protocol./C505
C70C70Sand C70R Legacy and CT&/5S(new model) support up to 10 PC
hosts via Modbus/TCP protocol.

APeerto Peer (UDP) communication with up to 32 otBentrolEdge HC900
Controlers.

AC70C70Sand C70R Legacy and C75/C¥few model) have 2 Ethernet ports
for connection to up to 10 PC hosts. They also support Modbus/TCP Initiator
function over both ports and automatically switch between ports to maintain
Peer to Peer communicat®with other C70C70S or C70R/C7HC75S
redundant CPUs.

- Private Ethernet 100 base T connection to I/O expansion racks: (except C30 and C30S CPU)

ADirect connection to each C70R Legacy and/C75S(new model) CPU.

For more information
For complete feature sumary and specifications s&pecificationon page217.
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Components and Architecture - Overview

2. Components and Architecture

2.1. Overview

This section provides a description of each of the major components that can be included in a
ControlEdge HC90Controller ghysical configuration, and indicates some of the methods by which they
can be combined.

2.2. Components

The HoneywellControlEdge HC90@ontroller includes a set of hardware modules that can be combined
and configured as required for a widege of small to medium process control applications.

Some of the modules are required in all configurations. Others are optional; they are selected as
appropriate to provide optional functions and/or to "size" the system, either in initial planriimg, o
modifying and/or expanding the system to meet changing requirements.

A ControlEdge HC90Controller configuration with multiple controllers is illustratedFigure4.

This illustration includes kepumbers that identify congments that are describedTiable2.

CAUTION

Communications lockout is possible in high network traffic conditions.

Extraneous traffic is possible when sharing bandwidth with other devices. We recommend putting the
controller on a pvate network segmeniailure to do so could, in high traffic cases, result in
communications lockout requiring the controller to be powercycled.

Revision 7 HC900 Process & Safety Controller User and Installation Manual 15
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Controller Rack with 4 slot /O

Confroller Rack with 8 slot /O

!

Exponswn Vo Expansion /O

Exponsuon /o

N e

Figure 41 Configuration with Multiple Controllers

CAUTION

The ControlElge HC90@expansion I/O link is a private network and the switch used for the
interconnection of th€ontrolEdge HC90@rocessor and Scanners must not be connected to any other
LAN or WAN. Likewise, no devices other than tGentrolEdge HC90@omponentstsuld be

connected to the I/O link Switch. Failure to comply will cause communication failures on the 1/O link
causing I/O modules to go in and out of their failsafe settings.
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Table 17 Descriptions of Major Components (Figure 4)

Key No. Component Description Source
Name

1 Controller Includes: Rack, Power Supply, Controller Module, and Honeywell
(Local) Rack 1/0 modules

2 1/0O Expansion (Optional) Includes: Rack, Power Supply, Scanner Honeywell
Rack Module, and I/O modules
(C50/C70 CPU
only)

3 Control Station 900 Control Station operator interface communicates via | Honeywell

Ethernet or galvanically isolated RS-485 serial link

4 PC 1 For legacy system- The PC configuration tool PC is from third-party
Configuration connects from the RS-232 serial port of the Controller | supplier. Configuration
Tool (Serial Module to a serial port on the PC software is from
connection ] ) Honeywell. RS-485 to
option) 1 For new system i The PC Configuration tool connects | sB converter is a third

from the galvanically isolated RS-485 port of the party device available
Controller Module using an external Honeywell from Honeywell.
qualified RS-485 to USB converter.

5 HMI (Human- (Optional) PC link to Ethernet network, which may PC is from third-party
Machine include other HMIis, other ContrOIEdge HC900 Supp"er_ HMI software
Interface) Controllers, and other networks (including Internet). is available from

Typically includes HMI operating software. Honeywell (Experion

. . i . HS or SpecView32) or
May also include Designer Software (configuration tool from thir%l-party )
and utility software). supplier.

6 Qualified un- Enables connection of the private Ethernet 100Base-T Quialified third party
managed port on a Controller Module to the Scanner modules on devices available from
Ethernet 2, 3, or 11 1/O Expansion racks. (C50/C70 CPU only) (If Honeywell
100Base-T a single 1/0 expansion rack is connected directly to a
Switch Controller Module, the Switch is not required.)

6a Ethernet Enables inter-connection of several 10/100Base-T Third-party suppliers.
10/100Base-T Ethernet devices in an Ethernet network. Devices
Switch or include other ControlEdge HC900 Controllers, HMIs, and
Router/Firewall can also include routers, servers, and other devices in

wider networks.
7 Ethernet CAT5 shielded cable Connects I/O expansion racks Third-party suppliers or
(C50/C70 CPU only) to controllers Honeywell
and/or to 10/100baseT Ethernet
switches. 106or 2¢(
Fiber Optics Cable Connects I/0O expansion racks
(C50/C70 CPU only) to controllers
with fiber switch.

8 Ethernet CAT5 Connects devices in Ethernet Open Connectivity network | Third-party suppliers or
shielded cable to 900 Control Stations and PC SCADA applications. Honeywell

10 Serial Interface Forlegacy system,Nul | modem cabl e, | Third-party suppliers or
Cable (PC modem cable if used with Modems.) Honeywell

For new system, RS-485 to USB converter connects
galvanically isolated RS-485 port to USB port.
Revision 7 ControlEdge HC900 Process & Safety Controller User and Installation Manual 17
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2.3. Redundant components

Figure 517 Redundant Configuration with multiple I/O racks

CAUTION

TheControlEdge HC90@xpansion I/O link is a private network and the switch used for the
interconnection of th€ontrolEdge HC90®rocesor and Scanners must not be connected to any other
LAN or WAN. Likewise, no devices other than tBentrolEdge HC90@omponents should be
connected to the I/O link Switch. Failure to comply will cause communication failures on the I/O link
causing I/0 mdules to go in and out of their failsafe settings.
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Table 217 Descriptions of Major Redundancy Components

Key No. Component Description Source
Name
1 Controller Includes: Rack, 2 Power Supplies, 2 C75 Honeywell
(Local) Rack | Controllers, 1 Redundancy Switch Module (RSM)
2 1/0 Expansion | Includes: 1 Scanner 2 module, 1 Power Supply, and | Honeywell
Rack up to 4, 8, or 12 1/0 modules. Optional second
Power Supply and Power Status Module (PSM) on
8- and 12-slot I/O racks.
3 Control Station | 900 Control Station operator interface Honeywell
communicates via Ethernet or RS-485 serial link
4 PC 1 For legacy system- The PC configuration tool PC is from third-party
Configuration connects from the RS-232 serial port of the supplier. Configuration
Tool (Serial Controller Module to a serial port on the PC software is from
Interface ] ) Honeywell. RS-485 to
option) 1 For new system i The PC Configuration tool USB converter is a third
connects from the galvanically isolated RS-485 | harty device available
port of the Controller Module using an external | from Honeywell.
Honeywell qualified RS-485 to USB converter.
5 HMI (Human- | (Optional) PC link to Ethernet network, which may PC is from third-party
Machine include other HMIs, other ControlEdge HC900 supplier.
Interface) Controllers, and other networks (including Internet). ]
HMI software is
Typically includes HMI operating software. available from
Honeywell (Experion
May also include Designer Software (configuration | HS or SpecView32) or
tool and utility software). from third-party
supplier.
6 Qualifies un- | Required if using 2 or more /O Expansion racks. Qualified third party
managed Provides connection of the I/0O Ethernet 100Base-T | devices available from
Ethernet port on a Controller Module to the Scanner Honeywell
100Base-T modules. Switch not required for connection to a
Switch single 1/O rack.
6a Ethernet Enables inter-connection of several 10/100Base-T | Honeywell or third-party
10/100Base-T | Ethernet devices in an Ethernet network. Devices suppliers.
Switch or include other ControlEdge HC900 Controllers,
Router/Firewall | HMIs, and can also include routers, servers, and
other devices in wider networks. Use of a properly
configured firewall provides a more robust network
limiting exposure to uncontrolled network traffic.
7 Ethernet CAT5 | Connects I/O expansion racks to controllers and/or | Third-party suppliers or
shielded cable |to 10/100baseT Ethernet switches. It also connects | Honeywell
to 900 Control Stations and PC SCADA software
applications.
9 RS-232 For | egacy system, Nul I Third-party suppliers or
(15.24m) (PC modem cable if used with Modems.) Honeywell
For new systems, RS-485 to USB converter,
connects galvanically isolated RS-485 port to USB
port.
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Note:

TheControlEdge KL900is equipped with an Ethernet port as a standard feature (two Ethernet ports on

the C70

& C75CPU). These ports can function simultaneously as slave and master communications ports.

The dual Ethernet ports (C7T0&BCP UG s) can be cannopearagomtoalkostf or r edun
If the host device does not have the inherent capability to recognize a network failover, the

Honeywell HWIOPC Server would be used to perform this functionality.

The dual Ethernet ports will not operate in a redundant configartitrough a gateway to a
Host/ server on another subnet. While both the E1 & E2 Ethernet can be configured with a default
Gatewayaddress, only the E1 port wdbmmunicatexcross a gateway to another subnet

2.4. Hardware Components
This section contains general descriptions of each of the major component€ontt@Edge HC900
system.

For environmental specifications, refer to the section odriatallation Planning.

ControlEdge HC900 Controller Rack

A ControlEdge HC90@ontroller ("local rack™) is showim the following figure As indicated in this
figure, the Controller Rack includes:

Rack, available in-8-, or 12slot versions

Power Supply

Controller Module

Grounding bars (fof® wiring; optional)

Input/Output modules.

I/O Terminal Blocks

ogrwNE

Figure 61 Controller Rack Components
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ControlEdge HC90®edundant Controller Rack
A ControlEdge HC90®edundan€Controller is shown iithe following figure
1. Rack
2. Redundancy Switch Module (RSM)nterface between Lead/Reserve controllers.
3. Lead/Reserve controllers. Ti@¥5CPUs, desig at e d-AB CP U e f-B09 , ( rAiCgPhlt ) .
4. Two 900PQ-xxxx Power Supplies

5.
6.
Figure 71 Redundant Controller Rack Components
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I/O Expansion Rack
I/O expansion ("remote") racks, shown in

Figure8, are availabléo accommodate additional input/output modules, and/or to enable location of /O
modules close to the process and remote from the controlle€/=8275S all I/O is in a rack or racks
separate from the controller rack.

Scaner type must match controller type. i.e. exampleS3B8y only be used with C®)or C7(6. S50S
camot be used with a C50 or C70.
An 1/O expansion rack includes:

1. Rack, available in-48-, or 12slot versions

2. Power Supply

3. Scanner 1 ModuleS50/S50% (shown) or Scanner 2 Modul&75S759

4. Grounding bars (for I/O wiring; optionalequired for safety applications

5. Input/Output modules

6. 1/0 Terminal Blocks

7. Power Status Modul@PSM)

(reqbdd i feRowerSugplyReser v

8. Reserve Power Supp(gptiona). Available in 8 or 12slot racks.

Figure 81 I/O Expansion Rack Components
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Rack Options

Racksare available in-4lot, 8slot,and 12Slot versions. Racks are interchangeable between the
Controller rack and an I/0 expansion rack, and all three versions sholmnfollowing figureare
available for either purpose.

8 and 12 slot I/O racks can be modified with additional slotsfitional Reserve Power Supppnd
Power Status Module

Note: You can install redundant power on ahygr 12 slot/O rack.

41/O Slots  (900R04)
1 4

O Slots

i
81/ i
\(9‘00R08R) |
I
I |
]
i

8 /0 Skots
."/ (900R08)
8

prempu T R—————
[RpUep P S ——
e o o [ oy e e e

12 1O Sots ?"&%‘5‘?2)

(900R12R)\‘E‘
i ] 12

! - Scanner Module Slot (S75 shown)
Power Supply Slot

-------- Power Status Module
(req'd if using Reserve Power Supply)

besmmme Optional Reserve Power Supply

Power C75
Supply CPU

C75 Power

RSM CPU  Supply

Figure 91 Rack Options
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Power Supply
The P01 Power Supply, shown in

Figurel0, provides B/dc and 24 Vdc to the backplane connectors in the local and remote racks. Power
Supply isusedin eachController Rack, I/O expansion racks and for all rack versi¢isof, 8slot, and

12-Slot).

P24 power supply provides 5VDC and 24VDC to satisfy the power requirements of a single controller
with 1/0, a Remote I/O rack or a Redund@msCPU. The 60 watt capacity requires minimalrdgng

of the availableControlEdye HC900/O modules.
A tool-secured
voltage

An internal
replaceable

supply current @
fault S

Each power
an internal 5.0
not field-
(An external
added by the
22)
Items shown
numbers:
1.
points
only)
2. AC/DC Input terminal block
3. Wiring labé

~

door covers the
connections.
non

fuse limits
under certain
conditions.

supply includes
amp fuse that is
replaceable.
fuse may be
user. See page

with key

Voltage test
(PO1lmodel

4. Grounding lugReference; lug is not part of Power Supply; it is staked to bottom of Rack.)
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Figure 1017 Power Supply
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Power Status Module (PSM)
The PowelStatus Module (PSM)

power supplies on the I/O rack (see page
power supplies and indicates which are
both (typical).

Figurell) sits between redundant
23). It is a status module fdroth
in use, PSL (left) or PS2 (right) or

both the power supplies is lit, it
associategpower supplyis good and
limits. When the status isff, either the
out of tolerance.

When the status indicator feither or
is reporting that the status of the
that the outputs are withspecified
power supply is off or the voltages arg
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Figure 111 Power Status Module (PSM)
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Controller Module
C30 and C38, C50and C50SC70and C70SC75and C753Controllers share the same features, with
exceptions noted.

1 CPU model number (C3ind C30$C50and C505 C70and C70SC75and C75%

2 Lithium battery(battery tray) which is readif accessible for field pacementBattery
tray on Controllers C30/C30S, C50/C50S, C70/C70S, and C75/C75S

3 Serial Interface Ports

For legacy systemsyb serial ports, S1 and S2, each configurable a8328r RS485
provides interfces to a PGexternal modem, Modbus devices or Operator Interfaces.
For new systemswio galvanically isolatedRS485 serialports, S1 and Sgrovide
interfaces to PC using R&5 toUSB cable. External modem or Modbus devicesy be
interfaced using R885 to RS232 converterRS485 interfaces to P@ontrol Station®r
Modbus devices/host.

4 EthernetLED status
indicators for
communications functions
5 Connection to I/O port of
Scanner Module.
C50/C50S/C70C70S
C75C75Sonly

6 Second EtherndE2) Host
Connection to PC
applications or peer
ControlEdge HC900
controllers.
C70/C70S/C7HC75Sonly
7 First Etherne{E1) Host
Connection to PC
applications or peer
ControlEdge HC900
controllers

8 LED status/diagnostic
indicator for serial port S2
(left)

9 LED status/diagnostic
indicator for serial port S1 . )
(right) Figure 121 Controller Module
10 | LED status/diagnostic
indicator for controller
module

11 | Mode switch (Pgm,
Run/Pgm, Run). Not preser
on C73C75S see RSM

Redundant controller rack contains t®@@5s or C75SsLeft CPU is designated CRA, right CPU is
CPU-B; either CPU can be Lead.
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Redundancy Switch Module (C75/C75S only)
The Redundancy Switch Module (RSM) is shown i 1

Figurel3.
It sits betweerC75C75Scontrollersin the redundant controller
rack. Left Controller is designated 2
ACRAJO; right CoBtdoFeé¢atrurnes iAiC
1. Lead/Reserve controller status indicators.
2. Keyed switch for manual changes to controller maxes
to facilitate a Manual Fail Over

Figure 131 Redundancy Switch Module

Scanner 1 Module (S50/S50S only)

L)

900S%, Scannerl module if@wn in kgure 14
It sits in the 1/O rack and provides the link between the
controllerand remote I/O. €atures at the front of the modul
include:
1. LED statw/diagnosticsndicator for scanner
functions.
2. One privateEthernet 10/100 BasE Port;
connectdo the I/O expansion poon
Controller Module (or to a port onSwitchthat
connects to the Controller Module)
3. LED status/diagnostic indicators for
communications functions

Figure 141 Scanner 1 Module
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Scanner 2 Module (S75/S75S only)
900S75Scanner Module is shown irFigure 15.

The dual ports provide redundancy through the 2 CPUs. Features 8

front of the module include:

1. LED status/diagostic indicator for scanner functions.

2.1/0 port A. Private Etherneit0/100 Basa Port. Connects
directly to I/O port on CPWA (or indirectly through a
switch).

3.1/0O port B. Private Etherndi0/100 Basd Port. Connects
directly to 1/0 port on CPLB (or indirectly through a
switch).

4. LED status/diagnostic indicators for communications
functions

@_
oS

Figure 1571 Scanner 2 Module

Input/Output Modules
I/O moduletypes:

1 16 point high level analog input module: each point is configurable for V or mA -fégiatint

galvanicisolation chassis to input galvanic isolation

1 4 pointgalvanicisolated analog output module: Support
from O to 20mA eachchassis toutput galvanic
isolation

1 8 or 16 point analog output module: Supports from 0 to
20mA eachGalvanicdly isolated in groups of 4
channelsgalvanically isolated chassis to output
channels.

1 16 point digital input modules: Contact closure type, D¢
voltageand AC voltage type&alvanically isolated
chassis to input.

32 point digital input module: DC voltag€alvanically
isolated in two groups-16, 1732. Galvanically isolated
chassis to input channels.

8 point AC(sourcing typepr 16 point DC digital otput
modules (sinking typesalvanically isolated output
channels to chassis and channel to channel in two gro

32 point digital output: DC voltage (sourcing type)
Galvanically isolated output channel to chassis and

=

=

=

output to output in two groups.

oSiuk
8 0
0
0 o
© o
S 0
) (0}
%o
0

©
%o
0
9 |o
S i
) (0}
9 |o
ERE
@8 lo

M

Q]S |R[DD[[lSIDR[S|

SIS [P DS P[P[SID]S |

OO0OO0OO0OO0OO0OO0OO0C e

OOO0OO0OO0OO0OO0O0

=)

1 8 point relay output module: four form C type diodr
form A type relaysGalvanically isolated output to
chassis and output to output.

1 8 point Universal Analog Input modul@alvanically
isolated input to chassis and input to input. Vit
exception of D types which has four groups of
isolation 2,3-4,56,7-8.

=

Figure 16 - I/0O Module

Terminal Block

4 channel Pulse/Frequency/Quadrature I/O modiddvanically isolated channel to chassis.

1 16 ChannebafetyUniversal Input/Output Module Galavanically isolated Input/Output to

Chassis.
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Each I/Omodule includes a status indicator for the module. Digital Input and Digital Output modules
also include a status indicator for each channel. Terminal blocks available include the E(leftyle

and the Barrier styl&ight).

For more information on I/O modules and associated terminal blocks, refer to the section in this manual
on Input/Output Installation and Wiring.

Personal Computer
A Personal Computer is requirgalcreat the contol and data acquisition strategy (configuration file)
that runs in the controller, using tBesignerconfiguration software. The PC can also be used to
download/upload configuration files to/from the controller, and can betaskmvnload program updates
to firmware in the Controller Module and/or Scanner Modules.
1 A PC can be connected to the controller via the2B3 port for legacy system.
1 Forthenew system, a PC can be connectetthéocontroller via the R885 toUSB cabk
connected to RS485 Port, which can be connected to external Honeywell qualified RS485 to
USB converterand can also be networked to the controller via the EtherfiEi(BaseT
Open Connectivity Network port.
Redundant controller??C communicates withead Controller only.
NOTE: For specific PC requirements and for specific software requirements, refeedigaer
SoftwareUs er 6 s. Manual

RS-232 Modem Devices

In Legacy systems tHeC configuration tootanconnect from the R832 serial portof the Controller
Module to a serial port on the PC

For new system, the PC Configuration tool connects tgahanically isolatedRS-485 port on the
Controller Module using an external Honeywalhblified RS485 to USB conwder.

The PC can be located remote from the Controller by using Modems and telephan#iiaesns and
suitable cabling are available from thjpdrty vendors.

PC
Configuration
Tool

&
= Modeml,_,/ /
: | Cable | L[ y
7 ~ : \ S
PC i
Modem | e . = =
— '—D Modem [ ]

Controller

L ]

/

~ { ’-‘ N\ :
\Cable ) L~ Telephone
4 Modem [ ] . Cable J —L .
N Telephone
Cable
Figure 171 RS-232 Modem Devices
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2.5. /O Network

I/O Expansion Network (C50 and C50S/C70 and C70S CPU only)
Examples ofControlEdge HC90Controller /O expansion configurations are showfigure 18.

wnn B, ™
L—
00 = b
L—

SR
'8 = Lo

SO0

Figure 181 ControlEdge HC900 Controller Configurations

In any of the racks shown in each controller configuration can,l8,4r 12slot versions.

The Ethernet cables for the I/O expansion links are standard shieldédald¢swith standard RJ45
connectors. Each cable segmesmh be up to 100 meters (328 feet) long.

You can also use fiber optic cable for connections between the controlleremdta rackPlease refer

to ControlEdge HC90@pecificationdocument51-52-03-31 for more details.

Configurationl is theC30/C308C50C503C7Q0C70SCPU with I/O but no I/O expansion racks.
Configuration2 shows the CSC503C70C70SCPU with 1 I/O expansion rackhe Ethernet cable
connects directly between tth€/100 Basd connectors on the C50/C70 CPU Controller Module and the
Scanner Module

ATTENTION:

For 2 or more 1/0O expansion rackswitchis required. Use only Honeywell recommendedtches(part

no. 5000893M01, 50089785001). The total number awitchesis limited to 2 in series between a CPU
and its scanners.

Configuration3 shows theC50/C503C70C70SCPU with 3 I/O expansion racks. Since there are at least
2 1/0 expansion racksswitchis requiredWhen an Ethernetwitch is used to connect éxpansion 1/O,

a cable goes between the I/O port on the controller to the switgb.cables go from thewitchto 2
scannersA third cable goes from thewitchto a secondwitch, which connects to a third remote scanner.
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2.6. I/O implementation requirements include:

1 Constructing a configuration file, and loadimgnto the Controller ModuleThis file includes
I/0 numbering assignmeniisr each I/O Function Block regarding Rack Numbdodule
Number ("slot" number, or position in the rack, starting from the left), and Channel Number.
1 Physically assigning Rack Numbers, by positioning DIP svag&thingsin the Scanner Module
for each rack.
1 Placing the appropriate mdéuype in each slot in each rack.
The 1/0O expansion network uses Honeywell private protocol that optimizes I/O performance and security.
The configuration and operation of the I/O expansion network is automatic, it is entirely under control of
built-in private software that resides in the Controller Module and in each Scanner Module included in the
ControlEdge HC908ystem. The controller examines the control strategy stored in its memory, verifies
that the physical configuration (Rack Numbers andVi@lule type by Module Number) matches the
stored control strategy, and establishes communication with each of the 1/0O modules in each of the I/O
racks.

I/O Expansion Network (C75 /C75S)
I/0O for redundant controllers is the same as 1/0O Expansion Network3pageh the following
exceptions/notes.
1 In Figure 18, any of the racks shown in each controller configuration can, & dr 12-slot
versions. Redundant I/O power not available witiat.
1 Double the amountfd&witches and Ethernet cables are required to configure the redundant I/O
Link.
1 Maximum of 2switches betweerrachCPU (CPU A and CPU B) and the I/O racks.

2.7. Ethernet Open Connectivity Network

The configuration of the Ethernet Open Connectivity Network varies with specific applications in purpose

and in complexity. In some applications, configuration is straightforward and withcagabilities of

experienced installation technicians. In other applications (for example, those that include inter

connection to other networks such as Intranet and Internet), a working knowledge of networking is

required.

The Ethernet Open ConnedtivNetwork for a giverControlEdge HC90Controller enables:

9 Redundant Networks.

1 Peerto-peer communicatio(Safety peer communication for SIL controller from release 6.300)

9 Connection to other PC hosts

1 Inter-connection to other networks (such as for gampé\larm/Event messages viamail.)

1 These ports are to be considered part of the control network layer and as such care must be taken to
reduce exposure to uncontrolled network influences. A properly configured firewall such as the MOXA
EDR-810 is recommended to help mitigate

CAUTION

Communications lockout is possible in high network traffic conditions.

Extraneous traffic is possible when sharing bandwidth with other devices. We recommend putting the
controller on a private network segmefrailure to do so could, in high traffic cases, result in
communications lockout requiring the controller to be powercycled.
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Use of properly configured managed switch is recommended to mitigate potentiategbety/DOS
problems. Safety applicationaust include a properly configured Firewall. $@@e31for suggested
settings.

Redundant Networks

HoneywellMatrikon OPC Server supports redundant networks. Up to 10 connections may be distributed

in any combination across the controllerbds 2 netwo
example, HMI supervisory software andi@esigner Softwareonfiguration software. Redundant ports

may be used in a simplex mode (redlundant).

Peer-to-Peer Communication
Peerto-peer communication enables any givaantrolEdge HC90Controller to request a peer
relationship with up t@2 otherControlEdge HC90Controllerson the same subnedther controllers can
request geer relationship with the controller. The total number of peers that a controller can have a
relationship with is 32. Pe¢o-peer communication uses the Ethernet Open Connectivity network and
employs standard User Datagram Protgtd@P) for fast and efficient transfer of information. Péer
peer communication is based onfgdife and data expiration mechanisms that provide for fault and
loading considerations without requiring reserved network bandwiditetibm. Peeto-peer is designed
to be easy to configure as part of a devicebdbs st a
a global database.
With redundant controllers, pe&r-peer communication always stays with the Lead controller
Implementing peeto-peer communications involves:
1 Interconnecting controllers with Ethernet media and networking devices (cables, switches, etc)
1 Configuration (vieDesigner Softwane
- Controller configuration, which inclug entry of an IP addreand a Subnet Masknd a
Controller Naméor each controller. (The Controller Name is used only by the Honeywell
proprietary software for network access between oblets; it should not be confused with
a Network Domain Name or Workgroup Name.)
- Peer Data Exchand®DE) function blocks, which are included in the control strategy
(configuration file). PDE function blocks inclué®DE Control, PDE Write, and PDE
Read. (Refer to theontrolEdge HC90Controller Function Block User Guide for
additional information.)
- Safety Peer function blocks, which are included in control strategy (configuration file).
Safety Peer function blockadlude Safety Peer Monitor, Safety Analog Import and Safety
Digital Import. Applicable for Safety controllers with version 6.300 and above
An illustration of ControlEdge HC90@ontroller Peeto-Peer on a Local Area NetwofkAN) is given
in Figure19. Typically, a Routeis used for interconnection to another network (LAN, WANKother).
However, Peer controllers must all be on the same subnet.
For additional detils, refer to theControlEdge HC90@rocess & Safety Controller Safety Manual
#51-52-25-153
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Figure 1917 Modular Network Structure

Connection to PC Hosts

For legacy systemspnnectionto PC losts (for example, PCs that include HMI supervisory software
and/orDesigner Softwareonfiguration software) can be via Modbus/TCP as well as serial Modbus RTU

over either the R885 orRS-232communications ports. Both podspportModbus RTU and are

configurable as master or slave.

For new systems, connection to PC hosts can bdatbus/TCP as well as serial Modbus RTU abver

galvanically isolatedRS-485 communication ports.

TheTCP hosts can be concurrent with Modbus hosts on one or both ohéneotts. Any given

controller is capable of concurrent communication wijphto 5 TCP hosts on C30/C30S controllers or up

to 10 TCP hosts on C50/QS, C70/C70S or C7675Scontrollers (The meaning of the
varies, but for this definition, BC host is any PC that is on the same LAN as the controller, or on any

LAN or WAN (Wide Area Network) that is netwoidonnected to the controller.

EachControlEdge HC90Controller has 5or 168 s o0 o0k g(tsso f t war e and MA@ mory res
which can service data requests from any networked PC on a clist)igéover (controller) basi$he

sockets are available on a figime, firstserved basis. Typically, when the data service for any PC Host
request is completed or times outliows the socket to become available to any other PC Host in the

hierarchy of networks.

Note: PDE communications, discussed previously, do not use the PC host connection sockets. PDE
communications are separate from (and are transmitted concurrenP@itigstto-controller

communications.
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The PC host can include software that closely relates to and supports controller functioning and can also
in_clude other software that is related remotely or not at all. Closely related software can include:
gletzr;?grner Softwaré for generating and managing configuration files,

(H)Ir\/ll (Supervisory/Data Acquisition Software) or Operator Panel with Modbus/TCP driver

(B)(;th configuration and HMI software (and or panel)

All communications betweenaontroller and a PC host use Open Modbus/TCP protocol, whose
widespread use is making it an industry standard. Modbus/TCP is basically an adaptation of the Modbus
messaging structure that uses TCRdIPa message carrier. In general, Mod messaging is available in

two versions: ASCIlin which each eighbit byte is sent as 2 ASCII characters, and Rifllvhich each

byte is sent as two fothit hexadecimal characters. Each Modbus message frame is embedded into
TCP/IP datagram as indicatedRigure20.

Transaction Protocol Length Modbus
Identifier Identifier Field Frame
---------- l‘
o b
Function
Address Code Data Checksum

Figure 201 Modbus/TCP Framing

TheControlEdge HC90C ontrdler uses either Modbus/TCP blodbus RTU, not ASCIl. Th8 f i x ed 0
Modbus mapping structufer the ControlEdge HC90Qontroller is based on the mapping structure
employed in Honeywell 6s UMC800 Controller, and th
are also virtually identicalModbus Maps

In your control e codfigurationcertain parameters are each automatically assigned a Modbus address.
These include certain types of function blocks (such as loops and set point programmers), signals and
variables, among other items. Through their addresses thesgepansican be accessed or displayed
remotely, such as by a thighrty operator interface. Collectively, these Modbus addresses and
parameters are known as the Modbus map.

Two Modbus Mapping options exist: Fixed map &stommap

Using HC Designer, youan use a prdefinedfixed map where common parameters are mapped out
automatically at fixed addresses, or you can configuestom mapfor configurations rev. 4.0 or

higher.

Function blocks added to the controlilerelease 4.0 and higher are not awttoally included in the

Fixed Modbus Map. To access the registers of these function blocks, the Custom Modbus Map must be
used and the block data manually inserted into the custom Modbus map.

HMI Supervisory/SCADAsoftware is available fromarious suppliers, and functionality and setup
requirements vary with suppliers and with specific products. In all cases, the software selected must be
compatible with Open Modbus/TCP protocol

The user can use the startidodbus command set to generate a custom set of drivers for his specific
application, or may purchase additional software (for example, v@#QVodbus /TCP protocol) to

reduce or virtually eliminate development tasks.
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HMI software

HMI software available for use with tHeéontrolEdge HC90Qontroller includes, but is not necessarily
limited to the following packages.
1 available from Honeywell

- Experion HSSoftware which operates under WindoWsoperatingsoftware provides PE
based supervisory control and data acquisition. This package includes a large selection of
standard operating display templates, which can reduce development time significantly.
Experion HSncludes a full graphic display development enwir@nt, enabling
development of custom graphitgt include animated responses to changing process
conditions.
A batdh reporting option is availablevhich includes a standard template for creating batch
reports.

- SpecView3ASpecView Corporation)

- Matrikon OPC Server (works with redundant and medundant networks)

1 Other software (available from thirgbarty sources)
The following software, which incorporates Modbus/TCP connectivity, is available from
third-party urces:
- The Fix Family (Intellution Incorporated)

- Wonderware (Wonderware Corporation)

- Citect (Cl Technologies)

- OPC server/client softwafgarious; available from Kepwageed others)

- Note: The items in tis list are not sold by Honeywell. They have not all been tested and
certified by Honeywell, and are noécessarilyecommended or endorsed by Honeywell
for any specifiase.
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Inter-Connection to Other Networks
In many cases, @ontrolEdge HC90Contrdler application will include a single, frestanding controller
that involves no connections via the Ethernet Open Connectivity network. In other cases, the
ControlEdge HC90Tontroller will be a member of a Local Area Network (LAN) as indicatdtigare
19. TheControlEdge HC90@ontroller LAN may be very simple, or it may include many devices in a
complex and very sophisticated structure. In any case, it must always be regarded as a single, modular
entity that can be protexd from intrusion by any other networking device to which this LAN is
connected.
Various types of networking devices that enable selective connection to other networks are available. A
ARowt eés commonly wused for this purpose.
Routersan examine and Afiltero message packets, per mi
passage of all others.
The feature that gives the Router its name is it enables translation of IP addresses, which enables
networks with dissimilar network IP addses to communicate as though they were members of the same
network. This feature is particularly useful whe@a@ntrolEdge HC90Controller LAN is installed
under @l ocal addressing rul eso. That inlict | P addr
with world Internet governing bodies. A default IP address is provided inGzatholEdge HC900
Controller 192.168.1.254. Later, when connecting to networks with more stringent addressing
requirements, it is necessary only to configure the Raviteraddress mapping and connect it between
the existing LAN and the other existing network.
Connections to other networks vary in purposes and methods; some of these are described below.
E-Mail Communications
TheControlEdge HC900Controller includes -enail software that enables communication of Alarms and
Events to up to three Internet addresses. Implementing this feature consists of:
9 Using theDesigner Softwaré&o configure:
- Alarm Groupsand Event Goups
Assignment of specific alarms to priority andnail enabling
E-Mail address lists
- SMTP mail server IP address
Default gateway must be configured in order to senthié. With redundant controllersyo
default gateways need to be configured; one for each of the redundant networks (assuming both
are being used). This will typically be the LAN side IP address of the routers used to connect
the controller to the exterhaetwork.
1 Installing and configuring hardware
Note: This data is included for reference. The following items should be implemented by qualified
IT/MIS personnel.
- Install and configure a Router provide isolation and securitffigure21) (This should be
part of standard network installation.)
- Install and configure internet access to Simple Mail Transport PratestlP) server. This
may include the locationf@n existing server on an existing network.

Note: Consult your service providéor availability of access to network, local cable, or D&your
area.
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2.8. Serial Ports

RS-232 and RS-485 for legacy systems

Overview
(RS232 and R$185 for legacy systems and two galvanically isolateedBS ports for new systems)

Figure 221 Controller Serial Ports

1 For Legacy systemghe S1 default setting is R332; S2 default setting is RE&5. E&h port
can be set to R332 0rRS485 (see page9). For RS232 cable connections see pdgt.
For RS485 connections see pafjé4.

1 For new systems, either of two po8% and SZan be configured as RE5.For SIL
applications communication cable shield connection must be made to IO grounding bar
insteadof the connector shield connector.

1 Ports configurable as ELN (default) or Modbus RTU.

Controller can act as Modbus master or slave through either port.

1 Controller can be slave to masters such as
- On Legacy system®Operator Interface (1040, 559). Must bregalvanically isolatedRS

485 port S2.
- Honeywell HC Designer PC software
- Third party PC HMI software
- Third party Operator Interface

1 Controller carbemaster to slaves such as
- Any Honeywell Modbus device (e.g., recorders, controllers, flame safety)

- Any non-Honeywell Modbus device.

1 Only one master port at a time a n 6 tbothhsarial @orts as master ports

1 Modbus master ports default to slave ports, ELN protocol when CPUs are in Program mode.

¢ Baud rates td4 15,200

=
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Setting serial ports S1 and S2 to RS-232 or galvanically isolated RS-485

For legacy systems, Slserial port default setting iR RS S2 serial port default setting is-R85. Each

port can be set to R&32 or R$485 (not shown)

For new systems, the serial pddts and S2 argalvanically isohtedRS-485 unterminate@See Table 3

below)

Functionality is determined by DIP switch setting seethe following figure To change either
setting, use the switch settingsTiable3. Use asmall slottedscrewdriver opaperclipto gently move the

DIP switches. If you push too hard you could damage the switches or nearby circwin/usiwng

pencilsbecause the point could break and cause damage

Table 371 Serial port DIP switch settings

RS-485 unterminated |RS'+35 terminated
(last link on network)
1 5 S2 s1 , S2
ON ON
| Honeywell

‘ /_SW1

CI , 52|\
.I. oM "y = Hd '
.I i r
I.

Figure 231 Serial Ports DIP Switch default settings
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3. Network and Security Planning

3.1. Overview

This document contains networking and sectnétated information applicable @ontrolEdge HC900
process & safety controller. It provides information about the recommendations to assist you in planning,
setting up, and maintaining a secure environment for your system

Assumptions and prerequisites
This guide is primarily intended for gimeers, system administrators, and other technical staff who are
responsible for planning the configuration and maintenanc&€oh&rolEdge HC908ystem. Therefore,
it is assumed that the user must have technical knowledge and familiarity with thenfgilow
1 Microsoft WindowsM™ operating syster(v, 8 and 10)
1 Networking system and concepts
9 Security issues and concepts

I Attention

As you derive a security program for your process control system you must be aware thi
detailed information, if not protectedan fall into the hands of organizations that could cau
harm to your control system or process operations.

3.2. Security Checklists

This chapter provides a number of checklistselp you analyze the security issues that mest b

considered for your site.

The checklists cover some of the main threats that may exist on a process control network and the steps
that can be used to mitigate against them.

Viruses and other malicious software agent

This threat encompasses maliciougwafe agents such as viruses, spy ware (trojans), and worms.

The intrusion of malicious software agents can result in the following:
9 Performance degradation
1 Loss of system availability
1 The capture, modification, or deletion of data
1 Loss of prestige if thexternal access becomes public knowledge

Mitigation steps

91 Ensure that your virus protection and Microsoft security hot fixes are up to date on all nodes in
your process control network and the system connected to it.
Ensure that there are namil cliens on any nodes of your process control network.

1
1 Use a firewall for the business network to process control network interface.
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Unauthorized external access

This threat includes intrusion into the process control system from the business network anggossibl
intranet or the Internet.

Unauthorized external access can result in the following:
1 Loss of system availability
1 Incorrect execution of controls causing damage to the plant, or theft or contamination of product
1 Loss of prestige if the external accésgomes public knowledge
1 Harm to personal safety or environment

Mitigation steps

1 Use a firewall for the business network to process control network interface to restrict access
from the business network to process control network.

1 Set the minimum level girivilege for all accounts, and enforce a strong password policy.

Unauthorized internal access

This threat encompasses unauthorized access from systems within the process control network. This
threat is the most difficult to counter since attackers mai/haek legitimate access to part of the system
and they simply want to exceed their permitted access.

Unauthorized internal access can result in the following:
9 Loss of system availability
1 Incorrect execution of controls causing damage to the plant, foothentamination of product
1 The capture, modification or deletion of data

Mitigation steps

Ensure PC security

Use physical security for process control network systems

Do not allow the use of unauthorized removable media

Use strong passwords on netwerduipment

Prevent the use of unauthorized laptops on the process control network
Use and enforce a strong password policy

= =4 =8 -8 -8 -4

Accidental system change
This threat encompasses inadvertent changes to executables or configuration files.

Accidental system changan result in the following:
1 Loss of system availability
1 Loss of data

Mitigation steps
1 Set the minimum level of privilege for all accounts and enforce a strong password policy.

Revision 7 ControlEdge HC900 Process & Safety Controller User and Installation Manual 43
April 2018



Protecting ControlEdge HC900 system components
This section liss the steps gu can take towards securipgur ControlEdge HC908ystem.

PC installed with HC Designer
Protection measure
9 Take steps to implement and enforce physical security.
1 Enable the worksheet protection and enforce a strong password policy.
9 Ensure that your viiprotection and Microsoft security hot fixes are up to date on all systems.

Network components
Protection measure
9 Take steps to implement and enforce physical security.
1 Set the minimum level of privilege for all accounts and enforce a strong passwaosd poli
1 Refertothef i r ewal | gui delines in section ARecommend

ControlEdge HC900 Controller:

1 Implementand enforce physical access to controllers
1 Make sure thathe controlleris running in RunLock mode by putting Key switch position adaagly. For
more information, sethe ControlEdge HC90®rocess & Safety Controller User and Installation Manual
#51-:52-25-153
1 Make sure that Password is set fahecontroller.For more information, see ti@ontrolEdge
HC900Control Designer Softwardser Guide #5152-25-110.
9 Take steps to implement and enforce physical security of the network switch used in safety
PDEcommunication shall.
9 Take steps to implement and enforce physical accele following systenmardware:
A. Expansion 10
B. 10 racks
C. Expasion 10 network switches
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3.3. Backup and Restore

This chapter describes planning considerations for backup and restore policies and the tools that are
supported for backing up and restoring y@entrolEdge HC908ystem.

Formulating a disaster recovery policy
As part of your security strategy, you must define a comprehensive backup and restore policy for disaster
recovery purposes.

Consider the followingvhencreatingthis policy.
1 How frequently critical data and configuratioharges This dictates the frequency and
completeness of backups.
1 The safe onsite and offsite storage of full and incremental backups.
1 The safe storage of installation media, license keys, and configuration information.
1 Whoisresponsible for backups, and tiesting, storing, and restoring of backups?

Backup and restore configurations

Usethe ControlEdgéiC Designer to backup and restore your project configuration.
For more informationseethe ControlEdgeHC Designer Usés Guide #51:52-25-110.
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3.4. Physical and Environmental Considerations

The physical security of a process control network is particularly important. If the hardware is rendered
inoperable, the entire system (and hence the plant) is renderethinepe

Protecting against unauthorized system access

External media drives can enable anyone to bypass Windows security and gain access to your system.
If there is an easy access to a computer, and it has a floppy disk or CD drive, it can be booted from an
alternative operating system. This can be used to circumvent file system security, and could be used to
install damaging software, or even to reformat the hard disk.

It is therefore of critical importance in relation to the nodes in your process cagtiralrk that you

prevent the use of all unauthorized removable devices and media such as CDs, DVDs, floppy disks, and
USB memory sticks.

There are several other steps that can be taken to reduce the risk of unauthorized access, including:

1 Setting the BIOS0 boot only from the C drive.

1 Setting a BIOS password (check that this does not prevent automatic startup).

1 Physically securing the computer (for example, in a locked room or cabinet) or fitting locks to the
floppy and CD drives.
Removing (in extreme casgthe floppy and CD drives from the computer.

Disabling USB ports and other ports capable of being used for memory sticks and other portable
storage devices.

T
T

Control room access

Providing physical security for the control room is essential to reducetbeqy of many threats. The

area often contains the Engineering Workstati@omtrolEdge HC908ystem. Limiting those who can

enter this area, using smart or magnetic identity cards, biometric readers and so on is essential. In extreme
cases, it may be ceitlered necessary to make the control roomplaxif, or to provide a second off

site emergency control room so that control can be maintained if the primary area becomes uninhabitable.

Network and controller access

ControlEdge HC90@ontroller is an irglligent programmable device, with the ability to be manipulated
through loader software running on a laptop or similar computer connected directlyaprievent
unauthorized tampering, the controllers and network equipment must be physically piiattatked

cabinets, and logically protected with passwords or other authentication techniques. Network cables are
also vulnerable to damage or unauthorized connection. For maximum protection, cabling must be
duplicated and laid in separate hardened cainls.

Physical access to critical devices

The malicious operation on the criticabntrolEdge HC90@odules like Controller module, Scanner
Module, network switches for IO network and host communication network, 1/O Modules or Power
supply modules will radt in system shutdown, starting the system expectedly or impact process control.
For maximum security, theontrolEdge HC908ystem must be placed in a cabinet or locked closet to
protect against unauthorized access to the critical modules.
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3.5. Security Updates

Microsoft Security Updates and Service Packs

Microsoft releases a range of security updates and other operating system and software updates. Note that
only Honeywelqualified Microsoft updates are supported. Therefore, yost mait until Honeywell has
validated Microsoft updates before installing them. It is also recommended that you implement a

controlled system for the distribution of all updates.

Timely information on security updates can be obtained by subscribing Midtwsoft Security

Bulletins athttp://www.microsoft.com/technet/security/current.aspx

Virus Protection
Protection measure
1 Choose supported antivirus software

9 Installing antivirus sftware on Engineering Workstation
1 Configure active scanning
1 Tune the virus scanning for system performance
1 Ensure frequent updates to antivirus signature files
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3.6. Network Security

ControlEdge HC90@an be configured as redundanticolker system or nomedundant controller
system. It includes provisions for communication via Ethernet with host systems.

Architecture
ControlEdge HC908ystem has two network levels, level 1 network is used for internal I/O

communication between cootler and related scanners, level 2 is aimed for the communication with the

third-partydevices, HMI, SCADA or Engineering Workstation, take the following diagram as an example
of system architecture.
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Figure 24: System architecture
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At level 1 networkControlEdge HC90@ontroller and Scanners connect to one switch, and it is the most
critical network in the system as a failure or loss of service on this network can result in loss of control.
At level 2 network, Engineering Woration, third party devices, HMI, and SCADA connect to the
switched of this level. A failure of this level network may result in a loss of view of the process if HMI or
SCADA is employed.

The two network levels must be isolated with each other.

CAUTION

The ControlEdge HC906xpansion I/O link is a private network and the switch used for the
interconnection of the ControlEdge HC900 Processor and Scanners must not be connected to any other
LAN or WAN. Likewise, no devices or communication traffic othearttthe ControlEdge HC900
components should be connected to the I/O link Switch. Failure to comply will cause communication
failures on the 1/O link causing 1/0O modules to go in and out of their failsafe settings.

Components of the Ethernet Open ConnégtiNetwork, are those which link@ontrolEdge HC900
Controller to Peers, to HMI Supervisory Stations, and to other Ethernet 10/10DBasi&es that
support TCP/IP. The Ethernet Op&annectivityNetwork is potentially more complex than the 1/0
expansio network, and in some cases, may require the services of an IT networking professional.
Note: Although theControlEdge HCO90&1/E2 ports provide protection against Cybecurity/DOS type
attacks, additional protection is required for safety applicatisitg) a firewall device configured to
prevent uncontrolled messages into the controller

Recommended firewall settings:

U Closeall TCP and UDP communication to Ethernet ports into controller except:
1 Modbus TCP (port 502 by default)
Controller Peer to PedtJDP port 502)

1
1 SNTP port 123 (ONLY if NTP server is enabled)
1 SMTP port 25 (ONLY if email used)

U Rate Limiting

I n general , one host should not be allowed to occupy
be caused by an incorrectly digured topology, or a malfunctioning device. Firewalls can prevent storms seen by
the PLC ETH1/ETH2 ports. Limit rate of all traffic (Ingress/egress) to ETH1/ETH2 <=3 MB}/s.

U Denial-Of-Service
Settings should also be enabled in the Firewall device fiples These settings may include the following scan
types Null, XMAS, NMARXMAS, SYN/FIN, FIN, NMAP-ID, SYN/RST, SYN, Flood and others.

Firewall device(s) should be introduced above the network at the control network level prior to the supervisory
conrd net work | evel. AFi gure 1: System architectureo.
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Recommended network topology with safety peer communication

In the ControlEdge HC908ystem where safety peer communication is required, it is recommended to

have separate peer communication networkamittport filtering of peer protocol (UDP port 502) on host
communication switch. This ensures that the safety peer communication network is separate from the host
network communication.

'

B E R B Host network

Extended rack

Safety peer
communication nfw

Figure 25: System with safety peer communication
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Communication from Remote location

It is not recommended to connedCantrolEdge HC90@ontroller installed in a remote location to the
public network. The communication @ontrolEdge HC90@ontroller installed in a remote location is
recommeded to be on a private leased line or secured by setting up VPN device external to the
ControlEdge HC900

The below figure illustrates a scheme of securely connecting to a remote location:

Supervisory Network

Figure 26: Communication from Remote location
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3.7. ControlEdge HC900 Security Features

Mode Switch

The Mode Switch on the front panel of controller provides a mechanism method to restrict certain

operation onte ControlEdge HC908ystem. Suggest to switch the Mode Switch to RUN position after
commissioning to prevent unauthorized operations like firmware upgrade, configuration download to the
running controller.

For more informati on heComgr@EddgeECiCAaO®Procest dne Safe@dotrdllers 6 i n t
User andnstallationManual.

IP whitelisting

TheControlEdge HC90@ontroller can be configured to accept Modbus TCP writes and peer to peer
(UDP) communication writes only from a specific list of IP addes. This configuration can be done

using HC designer tool.

For more information,se@Conf i gur e Mo d b u stieEoatrolEdye HCOMProdessc e s s 0
and SafetyControllerUser andnstallationManual.

Controller Password

This feature protects thantroller from unauthorized users accessing the controller. It allows the user to

set a password for the controller. This password must be provided while accessing the controller utility
functions.

For more information, see HC Designer help file.

Note: The physical security for th@ontrolEdge HC90®8 s mode swi tch has to be ma
unauthorized controller password modifications.

It is a recommended practice to change the controller password periodically.
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3.8. Notices

Third-partylicenses

This product may contain or be derived from matsyigcluding software, of thirgarties. The third

party materials may be subject to licensesices, restrictions amsbligations imposed by the licensor.
The licenses, noticesstrictionsand obligations, iiny, may be found in the materials accompanying the
product, in the documents or fileecompanying such third party materials, in a filmed
third_party_licenses on theedia containing the product, or at
http://www.honeywell.com/ps/thirdpartylicenses

Documentation feedback

You can find the most ufp-date documents adhe Honeywell Process Solutiosispport website at:
http://www.honeywellprocess.com/suppdtor immediate help with a technical problem, contact your
local Honeywell Technical Assistance Center (TAC).

How to report a security vulnerability

For submission, a security vulnerabilitydefined as a $tware defect oweakness that can be exploited
to reduce the operationat security capabilities of theoftware.

Honeywell investigates all reports of security \arabilities affecting Honeywefiroducts and services.
To report a potential security \ndrability against any Honeywell product, pleastofelthe instructions
at:

https://honeywell.com/pages/vulnerabilityreporting.aspx

Submit the requested information to Honeyweihgone of the following methods:

ASend an mail tosecurity@honeywell.com

AcContact your local Honeywell Technical Assistance Center (TAC) listed ifiSiingpord section of this
document.

Support

For suport, contact your local Honeywell Process Solutions Customer Contact (fe@tey. To find
your local CCC visit the websithttps://honeywellprocascom/erUS/contacius/customesupport
contacts/Pages/default.aspx

Training classes

Honeywell holds technical training classes that anghtiby process control systemserts. For more
information about thesgasses, contact your Honeywedpresetative, or see
http://www.automationcollege.cam
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4.1.

4. Pre-Installation Planning

Overview

Methodical preplanning of an installation will preclude false starts and errotctracause costly
hardware reconfiguration and/or poor system performance. Factors to consider in yans{aiéation
planning include:

1
1

1

=a =4 =4 -4 A —a

1
1
1

4.2.

C75CPU require 900P01power suppliesc70R CPU requires 900P02 power supplies
I/0 Rackcan useAC Power Supply 90P01 (see pade?) or +24DC Power Supply 900P24
(see pagéh).

Limit of ten4 channel, (five 8 channel or two 16 channel if powered from backpharaddg
Output modulesan be installeger rack Limit of 4 PFQmodules

Power Supply rack space (if using redundant I/O power) (seesage

Rack orientation and mounting (see pagg

Remote Terminal Panels (see page

Environmental conditions (see paof@®

Heat rise deating (see pag&d)

Cabling/wiring distance planning (see p&Jg

Electrical considerations: controlleraynding, CE conformity, grouping wires, master control
relay for emergency shutdown (see pége

System monitor function blocks (see p&gg

AC Power Supply Selection for racks with 1/0O

To determine which I/O rackC power supply to us@?01 or PO2)calculate power requirements below.

ﬂ ATTENTION

Using inadequate power supply will cause the controller to cycle power on and off.
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A B C D E
Max Max
Enter Current @ | Current @ | Calculate 5V current | Calculate 24V current

Module type Quantity 5V 24V (D=A*B) (E=A*C)

820 mA 0 mA

legacy.

1100 mA
Controller (C30 and C30S) ( ) | New. ( ) | ( 0 )

930 mA 0 mA

legacy.

1100 mA
Controller (C50 and C50S) ( ) | New. ( ) | ( 0 )

1150mA | 0 mA

legacy.

1350 mA
Controller (C70 and C70S) ( ) | New. ( ) | ( 0 )

1500 mA | 0 mA

legacy.

1500 mA
Controller (C75/ C75S) ( ) | New. ( ) I ( 0 )

670 mA 0 mA

legacy.

750 mA
Scanner 1 Port (S50/S50S) ( ) | New. ( ) I ( 0 )

770mA, |0OmA

legacy.

950 mA
Scanner 2 Port (S75/S75S) ( ) | New. ( ) | ( 0 )
Power Status Module (PSM) ( ) |22 mA 0 mA ( ) I ( 0 )
Analog Input (8 pts) ( ) | 40 mA 25 mA ( ) I ( )
Analog Input (16 pts) ( ) | 75 mA 50 mA ( ) I ( )
Analog Output (4 pts)* ( ) |40 mA 200 mA ( ) | ( )
Analog Output (8 pts) ( ) | 225 mA 350 mA ( ) | ( )
Analog Output (16 pts) ( ) | 350 mA 700 mA ( ) | ( )
AC Digital Input (16 pts) ( ) | 130 mA 0 mA ( ) | ( 0 )
DC Digital Input (16 pts) ( ) | 130 mA 0 mA ( ) | ( 0 )
AC/DC Digital Input (16 pts) ( ) | 130 mA 0 mA ( ) | ( 0 )
Contact Input (16 pts) ( ) | 130 mA 40 mA ( ) | ( )
DC Digital Input (32 pts) ( ) | 215 mA 0 mA ( ) | ( 0 )
AC Digital Output (8 pts) ( ) | 220 mA 0 mA ( ) | ( 0 )
DC Digital Output (16 pts) ( ) | 340 mA 0 mA ( ) | ( 0 )
DC Digital Output (32 pts) ( ) | 235 mA 0 mA ( ) | ( 0 )
Relay Output (8 pts) ( ) | 110 mA 100 mA ( ) | ( )
Pulse/Frequency/Quadrature** | ( ) | 110 mA 250 mA ( ) | ( )
Safety Universal Input Output 10 mA 100 mA
(16 pts) ( ) ( ) | ( )
*Limit 10, 4 channel Analog Output modules per I/O rack. Total mMA @ 5V = Total mA @ 24V=

** Limit 4 PFQ modules per 1/O rack.

( )

( )
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Complete columns A, D and E above.

1. Is column D total mA @ 5V less than 2000mA? Yes/No

2. Is column E total mA @ 24V less than 900mA? Yes/No

3. If the answers to 1 and 2 are YES, go to 4. If the answer to 1 or 2 is NO, use power supply 900P01-xxxX.
4. Multiple column D total by 5.1

5. Multiple column E total by 24.5

6. Sum results of 4 and 5. ( )

7. Divide results of 6 by 1000 ( )

8. Is the result of 7 less than 28? Yes/No

If the answer to 8 is Yes, use power supply 900P02-xxxx
If the answer to 8 is No, use power supply 900P01-xxxx
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4.3. DC Power Supply

The P24 DC powesupply is foruse with +24V input power applications. The wattage rating is the same
as theP01, 60W

4.4. Rack Orientation and Mounting

Racks must be mounted as indicated in illustrations throughout this manual, so as to providiedbr ve
airflow through the racks. That is, racks must never be mounted vertically, and must never be mounted
with the backplane horizontal (for example, flat on a horizontal panel or tabletop). Environmental
specifications apply only to the normal moumgticonfiguration.

Rack dimensions, including overall dimensions and patterns for drilling holes for mounting, are given in
Figure27 andFigure28. Vertical spacing of racksvhich is required for rack ventilation and for routing
wires, is shown irfrigure29.

i msTsETssamssmmsssmsasesssmsssessEsmssEmssana . —
- /& /0 1) 8\ 152.4/162.6*
Rear TR - \— ) N
mounting T 8-Slot 4-Slot | Total Depth
plate Chassis Rack Rack (Rack +
height height ‘ components)
6.90 54 | “For 32 DI/DO&
17 137 16 Al
l o \ O o/ o
L 10.5
266
16.5
Key: 419 "1
225
inches 571 Y
mm
Reference Center
for Drilled Holes ...,
at Top of Rack / & 3
[Allracks [T T T .,.“‘\.-' ’
0.263
L7
6.90 6.375
175
¥ AL - D
le-302 - 3.02
 6.04 76 g 6.23 o B :
163 158 153
Figure 27 1 Rack Dimensions
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"'- Ssssasnses "“ LR ..;'.h.....'..........-......l....'....} e eses v:._'—' 6‘9

Total Depth

1 - 2 s - 152 4 (Rack +
- 14} 14 14} \_ % components)
Rear ﬁ-/ . _/ \_
mounting Redundent Power Supply 8-Slot
plate Chassis { and Power Satus e 1/0 Rack W Poner &wlssm )
height height § (O Racks only)
54
T
\ [ \ o o/
e 103 -
MZGLG
e 13 — 419
&
Key: 209
530.9
inches e 269 >
mm 684
Reference Center
for Drilled Holes ..
at Top of Rack /4 )
fe-3.02
.23 L
158 153
Figure 281 Rack Dimensions with reserve power supply
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LI

Key:
inches

T
L

Figure 291 Vertical Spacing of Racks (all models)
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4.5, Remote Termination Panels

If your controller will be mounteth a separate panel with intermediate terminations between field wiring
and controller wiring, consider using RTPs to replace the intermediate terminationsce@reable
assemblies for the RTPs eliminate the need for separate wiring terminations beeweeamntroller and

the intermediate terminal boards. For details see page

4.6. Environment

TheControlEdge HC90C ontroller must be mounted in suitable equipment enclostihesis, all
components such as the Controller rack, /0O Racks, ar@D@S Control Statiomanufactured by
Honeywell must be mounted in approved furniture designed for industrial applications.
Consideration should be given to the installation so thgtdtential for the buileup of static electricity
is minimized or eliminated.

See Environmental Conditions and Approvals on [Zitfe

4.7. Heat Rise De-ratingpage

The ControlEdge HC90Gs ratedto operate at 6. However, for maximum reliability, the following

guidelines should be observed for applications abo%€ 52

1. Locate lowempower modules (Analog Input, Contact Input, etc) beside the Controller/Scanner
Module, and keep highgrower modiles (AC Output, AC Input, etc) away from it. For power
consumption of each modulege
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Table4.

2. For 240 Vac applications and temperatures abo%€ 56r 264Vac, 52C, derate the number of ON
inputs per AC inpumodule. (See AC Input eiating data, seEigure30.)

3. Limit the number of Analog Output modulesa maximum of 10 per rack.g@sFigure31.)

4. 900U02 modules may not bestalled such that the 900U02 is between two 900B16 modules.
900B16 may only be installed in one adjacent slot.
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Table 47 Power Applied, by Module Type

Module ControlEdge Field Power Total Power
HC900 Hardware (Watts) (Watts)
Power (Watts)
Controller C30 and C30S 6.0 0.0 6.0
Controller C50 and C50S 6.0 0.0 6.0
Controller C70 and C70S 7.1 0.0 7.1
Controller C75 and C75S 7.8 0.0 7.8
Redundancy switch module (RSM) 0.1 0.0 0.1
Power Status Module (PSM) 0.1 0.0 0.1
Scanner 1 Port (S50/S50S) 3.9 0.0 3.9
Scanner 2 Port (S75/S75S) 5.0 0.0 5.0
Analog Input (Universal) 0.8 0.0 0.8
Analog Input (High level) 1.6 0.0 1.6
Analog Output (4 points) 5.1 0.0 5.1
Analog Output (8 pts. internal 24V) 9.4 0.0 9.4
Analog Output (8 pts. external 24V) 11 8.3 9.4
Analog Output (16 pts. internal 24V) 18.3 0.0 18.3
Analog Output (16 pts. external 24V) 1.7 16.6 18.3
Contact Input 1.6 0.0 1.6
Relay Output 3.0 0.0 3.0
16 pt DC In (@ 24V) 0.7 2.6 3.3
16 pt DC In (@ 32V) 0.7 5.1 5.7
32 pt DC In (@ 24V) 11 3.1 4.2
32ptDC In (@ 32V) 11 5.1 6.2
16 pt DC Out 1.7 1.2 2.9
32 pt DC Out 1.2 1.8 3.0
AC In (@120V) 0.7 1.9 2.6
AC In (@240V) 0.7 7.7 8.3
AC/DC In 0.7 7.7 8.3
AC Out 11 12.0 13.1
PFQ 6.7 0.1 6.8
Universal IO (16 Pts) 2.45 45 6.95
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Number of ON Points

Number of 40 per Rack —

L L IRV 7- Vo — .

264 Vac ===msssnmeen, X

16 @ 3

14 (54)
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Temperature (°C) —
Figure 301 AC Input Module de-Rating
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Temperature {'C) —

Figure 3117 Power Supply de-Rating
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4.8. Cable/Wiring Distance Planning

For all installations observe the following guidelne
1 Maximum length of R&32 cabling (Controller to PC) is 50 feet (15.2 meters).
1 Maximum length of R&85 cablings 2000 feet (609.6 meters).
1 For Ethernet connections, cable length must be less than 100grefater than 100msavitch
is required. The use of Ethernet cables in excess of 100 meters and/or devices other than
recommende&witches will cause transmission delays the 1/0O link whichcould have
adverse affects on Cantler performance.
1 You can also use fiber optic cable for connections between the controlleremdte rack.
Please refer t€ontrolEdge HC908pecification documer{s1-52-03-31) for more details.
1 With redundant CPUs, when using 2 or more I/O rackEtherneswitchis required between
eachCPU and the I/O racks. Use Honeywagtiprovedswitches only.
1 Maximum of 2switches betweerachCPUG6s |/ O port and all I/ O
Cable lengths specified in this manual are absoMtken planning for routing of cables and
wires, be certain to include vertical and horizontal routing within cabinets, raceways, and
conduits.
1 It is advantageous to minimize length of I/O wiring. However, it is also a good idea to locate
racks (and wiringaway from adverse environmental conditions such as sources of RFI, EMI,
and away from areas with high levels of moisture, dust, and corrosive materials.

=

How to make Ethernet cables
Ethernet cable (shielded Gatcontains 4 twisted pairs of wires and a drain wire. Each pair consists of a
solid color wire and a color wire with a white stripe.
1. Hold the cable ends and RJ45 connectors
side by side as shown:

2. For straight through cable, arrange wires
as shown in théllowing table. Wires go
istraight througho
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Straight-through cable assembly
Cable left end 10Base-T/ 100Base-T Cable right end
Left to right Signal Description Left to right
Wire color/pin number Wire color/pin number
white/orange/1 X+ white/orange/1
Orange/2 TX - Orange/2
white/green/3 Rx + white/green/3
Blue/4 Unused Blue/4
white/blue/5 Unused white/blue/5
Green/6 Rx - Green/6
white/brown/7 Unused white/brown/7
Brown/8 Unused Brown/8

3. Crimp an RJ45 conntar to each cable end. To ensure reliability do not untwist the pairs any
more than necessary to complete the crimp connection. Use care to ensure that the cable
drain wire is securely connected to the shield of the RJ45 connector when the cable is
crimpdl . Reference the manufacturerdéds instruct

4.9. Electrical Considerations

All racks should be mounted in an appropriate metal encloguiagram that shows recommended

wiring practice for the cabinet elosure is given ifrigure32i Cabinet Wiring Single Chassjsaand

Figure33i Cabinet Wiring, Multiple Chassi¥Vhen Redundant power supplies asediin Redundant
controller racks or I/O racksgparate linpower sources are recommended to provide the highest level of
redundancy and system operation.

Deviations from the installation conditions speci
conformity with Low Voltage and EMC.
A\ WARNING

Hazardous voltagesxist in the equipment enclosure.
1 Identify and avoid contact with voltage sources.
Failure to comply with these instructions could result in death or serious injury.

Controller Grounding

PROTECTWVE BONDING (grounding) of this controller and the enclosure in which it is installed shall
be in accordance with National Electrical Code (ANSI/NFPA 70) and with local electrical codes.
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66

Shields
Grounding Bar
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Figure 321 Cabinet Wiring, Single Chassis
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Figure 331 Cabinet Wiring, Multiple Chassis
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w=#14 AWG (2.1 mm’) Corircller rack
'-:-‘“‘ RSM and
* a
RN L1(H) L1(H)

L2(N)

Y.l
B
X272,
XX
7

L2(N) —

~/

L1(H) L2(N) PE PE L2(N) L1(H)
Power Source Power Source

For PO1 power supply use 3.0A, sktow for 115VAC operation; 2.5A, slowlow for 230VAC
operation. For P02 power supply, use 2.5A, sidaw for 115VAC opration; 2.0A, slowblow for
230VAC operation.For P24 power supply use 7.0A skiplow.

Figure 341 Redundant power supplies each with external fuse and switch
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CE Conformity

Electrical noise produces undesirable effects in measurements and control circuits.
Digital equipment is especially sensitive to the effects of electrical noise. You should use the following
methods to reduce these effects:

1 Supplementary bondingf the controller enclosure to a local ground, using a No. 12 (3 mm
copper conductor, is recommended. This may help minimize electrical noise and transients
that may adversely affect the system.

1 Separate external wiririggroup connecting wires into bdies (se@ able5) and route the
individual bundles through separate conduits or metal trays.

1 Use shielded twisted paiables for all Analog I/O, Process Variable, RTD, Thermocouiale,
millivolt, low level signal, 420 mA, Digital I/O, and computer interface circuits. Ground
shields as described in the sectitfdh Module Installatiorand Wiringpage83.

1 Use suppression dexas for additional noise protection. You may want to add suppression
devices at the external source. Appropriate suppression devices are commercially available.

1 Refer to document 5%2-05-01 Howto Apply Digital Instrumentation in Severe Electrical
NoiseEnvironments for additional installation guidance.

Grouping Wires for Routing

Wires that carry relatively high electrical energy can produce unwanted noise in wires that transmit
signals of relatively low energy, particularly when they are placed paraltaig wiring runs. Collect
and bundle wires of similar type, and route the bundle separate from bundles of otheT typpe6.
provides suggested guidelines for grouping wires.

Table 57 Guidelines for Grouping Wires

Wire Group Wire Functions

High voltage 1 AC Line power wiring
(>50 Vdc/Vac)  Earth ground wiring
1 Control relay output wiring

1 Line voltage alarm wiring

Signal Analog signal wire, such as:
(<15 vdc) 1 Input signal wire (thermocouple, 4 mA to 20 mA, etc.)
1 4-20 mA output signal wiring
1 Slidewire feedback circuit wiring

Communications

Low voltage 1 Low voltage alarm relay output wiring

(<50 Vvdc/Vac) 1 Low voltage wiring to solid state type control circuits
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Master Control Relay

A Master Control Ry (MCR) structure is a safety mechanism for shutting down the process control
system in emergency conditions. This mechanism, which isviaed (provided and installed by the
User) can include several Emergency Stop switck&ategically located near process equipment. An
example of an MCR structure is givenHigure 35.

Operating any of the Emergen&yop switches opens the holding path for the MCR. When the MCR
de-enegizes, the MCR contact opens, disconnecting all AC power that is supplied to AC Input Modules
and to AC Output Modules. Notice that AC power is disconnected only from the AC input/output
modules. Power is still available to Power Supplies at the CantRiick and at each /O expansion

rack. The Controller Module and the Scanner Modules in the racks continue to execute diagnostics and
other programs.

A WARNING A

The Master Control Relay does not remove power from the Controller rack or from any of the I/O

expaision racks.

1 Before performing service tasks such as installation of terminal connections or fuse replacement, use
the appropriate switch(s) to disconnect power from the power supply at each module.

1 Ensure that wiring design precludes oxieing of the MCR by operator actions.

Failure to comply with these instructions could result in death or serious injury.

A WARNING A Class 1, Division 2 Installations

1 Do not remove or replace modules while circuit is live unless the area is known not to contain
flammabk vapors.
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Power Supply
(in HC900
Controller Rack)

Power Supply
(in HCS00
I/O Expansion Rack)

L]
o (Multiple I/O Expansion Racks)
L]
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(in HC900
IO Expansion Rack)
Power
Emergency Power ON
Stop OFF
[ oTooTo Qj:H—'—.
MCR
Input Modules
"_OV\< ) e—
Input /\l
Sensor E /\f

| SINIeIeI616II016]

Output Modules E

/\r

Figure 351 Master Control Relay Wiring Example
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4.10.

Senaor 1

Hardware and wiring requirements for safety configuration

For the function blocks for safety a sigdiardware configuration and wiring is required.
Below high leveldiagram explains the wiringpnceptfor using the validation function blocks

Sensorn

Sansar 1

O\;

Sansorn

Sensor 1

010

Sansorn

Now DO-V e
[+ Function Block )

Chaninel 1 '
Module 1
Channal n ———————
o
} /
I’ Mew DH-V
| Function Block
|r’ b I
»:Channel 1 :
—— | User
[eln] ] . .
: Configuration
Channal n :
- A I
|
 —— L
I New DV Safety
Channal 1 I Function Block PL'L‘TI:‘
|
Module 3 |
I
I
‘Channal n |
I
l\'-.—./ |
I
I
I
I
|
I
I
I
I
|
|

Independent Relays
hooked in Seres

Figure 36 - 10-V function block connections

Figures37, 38, and39 demonstrat¢ h e

protect

against

out

configured to operate when the BOb6 s

connecti on
puts that

MO sSACFai |

of
ar e

pin

a

ser i

stuck

or

VFai

es
i O8I0 .
and39 or common for multiple channel outputs as shown in fi@&and39. The sees output must be

pin
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Sourcing
DO-32
900H32

Relay Output
900H01

Relay Output
900HO01

Sinking DO-16
900H02

)
Relay Output
900HO1
Relay Output
900HO1
DI-16
900G02 Relay Output DI-16
OR DI-32
200G32 900H01 900G02
OR DI-32 DO-8
900G32 900HO3
o
<
9 a DI-16
2 g 900G03
- 900G04
T
9.5V >=VALID HIGH <= 32.0 V 1
0.0 V>=VALID LOW <=3.5V a
<
+24VDC 9
Relay Output
° bi16 D16 900HO1
o 900G02 900G02
- OR DI-32 or DI-32
900G32 900G32 DI-16
Relay Output Relay Output 900G03
900G04
900H0L 900HO1
DI
Relay Output
900HO1 Note:

DI Sense is inverted when Load is placed
on High side (relay sinks power).

DI Sense is NOT inverted when Load is
located on Low side ( relay sources power).

Note: DI Sense is inverted

Note: DI Sense is inverted

Figure 371 Individual Series DO connections

9.5V >=VALID HIGH <=32.0 V
0.0V >=VALID LOW<=3.5V
S;gr_cér;g Relay Output
900H32 DI-16 900H01
900G02 DO-8
or DI-32 900H03
900G32
o
< oI DI-16
S DI-16
: s | o AIER-=
900G32 - 900G04
= = 75 VAC >= VALID HIGH <= 250 VAC
0.0 V >= VALID LOW <= 20 VAC
Relay Output
DI-16 900H01
900G02
or DI-32
900G32
Relay Output
Sinking DO-16 900HO1
900H02
g 2 agtlnéga
DI-16 - 900G04
900G02 &
or DI-32
900G32
Note: DI Sense is inverted Note:
= DI Sense is inverted when Load is placed
- — on High side (relay sinks power).
- DI Sense is NOT inverted when Load is
located on Low side ( relay sources power).
Figure 3817 Common Series DO connections
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+24VDC

Intemnal
24v
Supply Relay Output
AO-4, 900801 b St 200001
AO-8, 900B08 ety
AO-16, 900B16 External
24v
Supply
Al-8
900A01 AO-8, 900B08
Validation channel in or Al-16 AO-16, 900B16
parallel with Load 900A16
.- o Al-8
< < 900A01
3| 0 3| [ oa
900A16
+ i Use of External supply allows
Ug:eo:al]r;‘;gg izgﬂ; ggg{ﬁs for a common relay for Analog
Output
External
+24VDC Internal FA/DG 24v
SZ4V' Supply
upply
Relay Output
Relay Output ega[JyE)H(l)11pu
AO-4, 900B01 900HO1
AO-8, 900B08
AO-16, 900B16
Al AO-8, 900B08
AO-16, 900B16 Al-8
Al-8 900A01
Validation channel in 900A01 or Al-16
series with Load or Al-16 900A16
900A16

Figure 391 Series Relay for Analog Outputs

4.11. System Monitor Function Blocks

TheControlEdge HC90C ontroller includes function blocks that enable ttser to monitor the status of
system functions. When constructing a control configuration, consider adding the following monitoring
function blocks to the control strategy:

1 ASYSi System Monitor

1 FSYSi Fast System Monitor

1 RK' Rack Monitor

1 FMON/T Faut Monitor

These function blocks are described in@untrolEdge HC90Gunction Block Reference Guide
#51-52-25-109.
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5.1.

5. Rack Installation

Overview

This section contains procedures for installing one or i@ordgrolEdge HCO90C ontrollers. Itis
recommended that the information in this section be reviewed before beginning the installation.

Familiarity with the overall procedure will help to prevent errors and will promote efficiency in general.
ABS installations require additiahprotection from the environmeand must be installed in a grounded

metal enclosure.

Note: Unconfigured racks will not be detected in 100ms base cycle mode and it is not recommended to

connect to IO network/switch

Tools Required

The primary tools requed during installation are listed Trable6.

Table 67 Installation Tools

Item

Description

Comments

N B

11

Common tools

1 Wire strippers

1 Crimper

Screwdrivers

1 Small flat-tip

1 Small/medium flat-tip or Phillips

1 Large (long blade)

Other

9 Electric drill, with drill bits for #10 or M4
screws, and with drill-bit extender

1 Vacuum cleaner, brush

1 Pen, ball-point or felt-tip, for entering data on
labels for I/O modules)

1 Multi-Meter (Volt/Ohms/Amps)

1 Soldering pencil or gun (for attaching filter

capacitors to I/O wiring shields)

Special tools

1

Precision meters

For Power Supply and for I/O Wiring
For Terminal Lugs on Power Supply
wiring and on I/Owiring shields

For Eurestyle Terminal Blocks

For Barrier style Terminal blocks);
also for captured screws in Terminal
Blocks

For use as I/O Module extractor

For rack mounting

For use during and after drilling
operations

For entering data on labels id©
modules

For safety checks and for equipment
test

For attaching filter capacitors on 1/O
wiring shields

(If required) for testing Analog
calibration; refer to Analog Calibratio
in this manual.
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Equipment Preparation
A checklist for site preparatn is given inTable7.

Table 71 Site and Equipment Preparation

Step

Procedure

Reference

1

Verify that sufficient numbers of the following items
are o hand:

il
1

Racks (4-, 8- and 12-slot)

Power Supplies: 1 per rack or 2 per rack if redundant
powered rack.

C30/C50/C70 Controller Module or Scanner 1 port (1 per
rack)

Redundancy:

- Each Controller Rack: 2 Power Supplies, 2 C75 CPUs,
1 Redundancy Switch Module.

- Each I/O Rack: 1 Scanner dual-port module, 1 Power
Supply, 1 reserve Power Supply (optional), 1 Power
Status Module (optional)

I/0 Modules (correct type for each configured slot)

Terminal Blocks, Barrier or Euro style, (1 for each I/O
Module)

Jumpers 2-position or 10-position, (for designated
Terminal Blocks)

Tie Wraps (1 or 2 for each Terminal Block)
I/O Label (one per terminal block, by module type)

Filler Block Cover (1 for each slot not occupied by an
1/0 Module)

Blank label (1 for each Filler Block Cover)

Grounding Bars for /O wiring shields (1 or 2 for each 4-
slots in each rack)

Wiring terminal lugs (for connecting I/O shields to
grounding bars)

Sheet metal screws, steel #10 or M4, for mounting racks
in enclosures (4 screws for 4-slot racks, 8 screws for 8- or
12-slot racks)

1 Section on Pre-Installation
Planning.

1 Sections on installation
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Step

Procedure

Reference

enclosures.

2 Install (or verify correct installation of) e_nclosures fo| Mount Racks
ControlEdge HC90Controllers and ancillary )
equipment: Table 8 7 Mount Rack
1 Mounting rails or flat-panels
1 (for cabinet with multiple ControlEdge HC900 Chassis):
- grounding bus
- barrier strip for AC power
1 Master control Relay
3 Install (or verify correct installation of) enclosures | See Pranstallation planning
(Acl oset skingdefices: net wor sections.
Note:Some networking
devices may share
enclosures witlControlEdge
HC900Controller
components.
4 Install (or verify correct installation of): See I/0 Module Installation
1 External disconnect switches and Wiring on page 83.
1 Fuses
at the power source associated with input sensor or output
devices for I/O modules.
5 Arrange and organize items to be installed at or nez
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5.2.

Mount Racks

Rack assembly information is givenTable8.
Table 8 1 Mount Racks

Step

Procedure

Comments/References

1

Mount the Rack in the
enclosure as follows.

1 Using the diagrams
below as a guide, mark
the locations for rack
mounting in the
enclosure for the top
holes in the rack.

(See CAUTION and
Note at right.)

9 Drill and tap for # 10 (or
M4) screws.

1 Start the mounting
screws (supplied by the
user) in the drilled
holes.

1 Hang the Rack on the
screws at the top.

1 Mark the locations for
the bottom screws.

(See CAUTION at
right.)

1 Drill and tap for # 10 (or
M4) screws.

1 Remove the rack from
the enclosure.

For dimensions of the pattern for drilling holes, refer to the

diagram below.

pa—
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p_.': ™ ® Q) o) @ Ic) n“i )
|l "’ :" "“ “. ” ]
Vi Ly O
CAUTION

When drilling holes, prevent metal
flakes from falling into the rack, or onto any surface within
the electrical cabinet.

Note: Always mount racks as shown above. Thatis, never
mount vertically, or with backplane horizontal.

a
(8
N
L

[}
I
L

o

(
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Step

Procedure

Comments/References

o T,

12-slot |..-
racks only,

4
/
2

Reference Center
for Drilled Holes ...,

.
~.

Redundant
and Power
(VO Racks chly)

Supoly
Modkde

.
0.283
U

86.90
175

-

110.2

—— 4

4—..4:.3&—.

e £.04
153

Aluminum grounding bars
for 1/0O module wiring are
optional. They can be
mounted at top, at bottom,
or at top and bottom of the
rack, as indicated at right.

If grounding bars are
included, attach them with
two M3 screws (supplied
with grounding bars in
plastic bag).

Note: The plastic bag also
includes four M4 screws
for attaching the grounding
wire lugs, which are
attached later.

Attach the M4 screws
loosely to the grounding
bars for safe keeping.

A \m \m \m\m O\Q\'ﬁ\ ®

e _ o o o

Hang the rack in the
enclosure on the top
screws.

Start all screws in the
bottom of the rack, then
tighten all screws.

Note: You may find it
easier to postpone this
step until after all
components have been
installed in the rack.

cl2) |

Clh

Repeat for each rack in
your system.
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5.3. Assemble Controller Rack

C30/C50/C70 Controller Rack assembly information is givereaible9.
C75Controller Rack assembly information is given in
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TablelO.

Table 97 Assemble C30/C50/C70 Controller Rack

Step

Procedure

Comments/References

Carefully place the Power
Supply in the leftmost slot in
the Rack, ensuring that the
connector at the back seats

properly.

Insert a slot screwdriver in
the slots at the top and
bottom of the power supply
cover while pulling backward
to open the cover.

Fasten the screws (captured
in the face of the power
supply) into the tabs at top
and bottom of the rack.

Torque to 0,40,5 N.m(3.5
i 4.4 LbIn).

: Il s s B B B B B B|
] NN

A\ WARNING A

Hazardous Voltage

installing wiring.

T Ensure that wiring to the Power Supply is disconnected from the site AC source before

Do not remove Yellow/Green wire from grounding stud on the power supply.
Failure to comply with these instructions could result in death or serious injury.
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Step

Procedure

Comments/References

Ensure that wiring to the
Power Supply is
disconnected from the site
source, and then connect AC
wiring to the power supply as
shown at right.

Note: The Yellow/Green wire
is supplied with the power
supply. The nuts (w/star
washers) for the grounding
stud are on the stud. The
power supply has an internal
fuse that is not replaceable.
A second external fuse may
be added if desired. For PO1
power supply use 3.0A,
slow-blow for 115VAC
operation; 2.5A, slow-blow
for 230VAC operation. For
P02 power supply, use 2.5A,
slow-blow for 115VAC
operation; 2.0A, slow-blow
for 230VAC operation. For
P24 power supply use 7.0A
slow-blow.

CAUTION

The P24 is a +24V DC
Power supply. Do not
apply AC voltages of any
kind to this power supply
or you will destroy it.

Apply power. For PO1 only,
test voltages at the test
points provided on the face
of the Power Supply.

Note: Test-points are
electrically connected to the
backplane of the rack. If the
power supply is not properly
seated in the backplane
connectors, no voltage will
be measured at the test
points. It is measured from
the backplane.

ATTENTION!

Do not connect PE Ground (Green) Wire

directly to terminal on Power Suppl

3]
®a cauTion & =
SHOCK HAZARD:
L1 on
Brown Black

(Eure) (USA)
#4 AWGZ L2IN [R——
(2.1 mm?) :
o Blue White
Copper, 75~ C (Eure) (USA)

= (Ground)

Green

Image shows strain relief

y.

—L— (PE Ground)

(Yellow/Green)

#14 AWG
(2.1 mm?)
Copper, 75° C
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Step

Procedure

Comments/References

A\ WARNING A

Ensure that AC power to the
rack is disconnected.

Set controller
communication ports to
desired settings (page 38).

Carefully place the Controller
Module in the rack,
immediately to the right of
the Power Supply. Fasten it
in place with two captured
screws at top and bottom.
Torque to 0,4-0,5 N.m

(3.57 4.4 Lb-In).

ATTENTION:

Do not install the battery at
this time. Installing the
battery(s) before the
controller is configured
can substantially shorten
battery life. Install under
power after the controller
configuration is complete.

(For more information, refer
to Battery
Installation/Replacement,
page 214.)

AN

1/0 will be installed later.

See Page 83.
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Table 107 Assemble C75 Controller Rack

Step

Procedure

Comments/References

Carefully place the Power
Supplies in the slots in the
Rack, ensuring that the
connector at the back seats
properly. See Table 9 steps 1
and 2 for power supply wiring
details.

Note: It is recommended each
power supply should be
powered from a separate
power source and a power
switch should be installed to
allow for servicing of each
Processor/Supply separately.

Honeywell

Honeywell

Set controller communication
ports.

See page 38.

A\ WARNING A

Ensure that AC power to the
rack is disconnected.

Carefully place the Controller
Modules in the rack, adjacent
to the Power Supplies.
Fasten them in place with
captured screws at top and
bottom.

Torque to 0,4 -0,5 N.m

(3.57 4.4 Lb-In).

ATTENTION:

The CPU battery comes
installed with a plastic tab
protruding from the battery
cover. This tab breaks the
battery circuit. Do not
remove this tab at this time.
Removing the tab before
the controller is configured
can substantially shorten
battery life. Remove the tab
under power after the
controller configuration is
complete.

(For more information, refer to
Battery
Installation/Replacement,
page 214.)

See figure in step 1.

Insert the RSM in the middle
slot and attach with screws at
top and bottom.

See figure in step 1.
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5.4.

Assemble 1/0O Expansion Racks
I/O Expansion Rack assembly information is giveitable11.

Table 117 Assemble I/0O Expansion Racks

Step Procedure Comments/References
1 Insert power supply into left-most slot If using redundant power, your I/O rack will contain a second
in the 1/O rack. See Table 9 steps 1 smaller compartment, see 1 in the following figure. Insert first
and 2 for wiring details. power supply in the larger compartment as shown, to the
immediate right of the plate dividing the two compartments.
/8 : 6 o RN
/."
'l
o
D Il s s s BB BB
e NN RN
@'¢ |08
@
2 Redundant Power (optional): See 1 in figure above. See Table 9 steps 1 and 2 for wiring
details.
Insert the second power supply in the
left side of the smaller compartment,
see 1 in figure above. See Table 9
steps 1 and 2 for details.
Insert the PSM between the 2 power
supplies. Fasten it in place with
screws at top and bottom.
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Step

Procedure

Comments/References

Set scanner address for the 1/0 rack
using the Scanner Module DIP
switches on SW3 (shown at right). For
C50/C70, use addresses 1-11. For
C75, use addresses 1-12.

Scheme 1 (upto 5 racks):

DIP switches 6-8 must be OFF. Only
one DIP switch may be ON:

DIP switch 1 ON = Scanner 1
DIP switch 2 ON = Scanner 2
DIP switch 3 ON = Scanner 3
DIP switch 4 ON = Scanner 4
DIP switch 5 ON = Scanner 5

Scheme 2 (upto 12 racks):
DIP switch 6 NO Always and

1 ON = Scanner 1

2 ON = Scanner 2

2 & 1 ON = Scanner 3

3 ON = Scanner 4

3 & 1 ON = Scanner 5

3 & 2 ON = Scanner 6
3& 2 & 10N =Scanner?7
4 ON = Scanner 8

4 & 1 ON = Scanner 9

4 & 2 ON = Scanner 10

4 &2 & 10N = Scanner 11
4 & 3 ON = Scanner 12

A small slotted screwdriver or
paperclip works well; avoid pencils.

| S

—
—

Z N
Og=—

Repeat steps 1 through 3 for each 1/0
expansion rack.

Then, for each 1/0O expansion rack,
insert the Scanner Module
immediately to the right of the Power
Supply, and secure it in place with the
two captured screws in the faceplate.

1/0 will be installed later.

See Page 83.
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6. I/O Module Installation and Wiring

6.1. Overview

This section contains descriptions of and procedures for installing I/O Modules in controller racks
(C30/C30S, C50/C50S, C70/C70a8adels)and in I/O expansion rack§$0/S50S, S75/SBonly).

6.2. Module Placement in Racks
Each input or output module is placed in an I/O sl@t rack as shown iRigure40.
Each Aslotd in a rack includes a set eih(@dgh)i des

socket in the backplarbat receives the associated 4-giB plug at the back of thé® module.

At the front of each I/O wdule, a20 or 36pin plug receives the associated socket on the back of a
terminal block When the I/O module is inserted into the rack and the terminal block is placed on the
circuit board, two captured screiwsthe terminal block are fastened to metal tabs on the rack.

»~==4 x 5-Pin connector
to Backplane

',------'1 x20o0r2x18
Pin connector
to Terminal Block

E e )

,~==Label
’
’
’

¢

e
L

Gfommmmmns  |[pmmmmem=g

T CO000 000 0000nonS

Figure 4071 I/O Module Installation

A\ WARNING A

1 Do not use an input/output terminal block if the terminal block is damaged, if the door is missing, or
if one or both mouting screws are missing.

1 Always tighten both terminal block screwgsproper torque settindgsefore applying field power to
the moduleTorque t00,4- 0,5 Nm (3.51 4.4 LbIn.)

1 Do not apply energized (Aliveo) ndtinstlledlinoméafi ng
the racks in th€ontrolEdge HC90Qontroller.

1 Do not operate the controller without a Protective Earth connection.

Failure to comply with these instructions could result in death or serious injury.
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Terminal Block Styles

The terminal block is available in the barrier stgkown at
left in Figure41, and the Euro styJeshown at rightNot
shown:A Euro style with 36 annections is also available for
certain high capacity modules. 5
Ter mi nal bl ocks have an emb
shows the numbering pattern of thé38onnections.

The frame associated with the terminal block has a transpa
hinged door. Theihged door is a tool secured cover. To op{
the door, insert a flat screwdriver into the slot at the top anc
bottom of the door while pulling out. The door has molaed
tabs that hold labelsvhich are uniguely colezoded to

identify eachmodule type.

Each label is printed on both sides. On the front (visible wh
the door is closed) are /0O channel numbpeiith spaces in @
which tagnames can be written. On the back (visible when
the door is open) are wiringatierns for the type of module @
located in the slot.

N um

a>e|®ee

BlI[E[E)

I@@@\ RIEIR

S]]

@

@ 0I0) 0lol= |

Figure 417 Terminal Block Styles

The 20pin, inline connectors at the back of the terminal blocks are universal; that is, any type of I/O
module can be used with either the Barstyle or the Euro style terminal blockhe 36pin Euro
terminal blocks must be used with High Level Bigh Level AO,32 DI, and 32 DO modules.

ﬂ ATTENTION

Before mounting terminal blocks in the rack, be sure they are properly keyed to the
module type they will be used with. See 1/O Module Installation Procedures, page 89.

Terminal Block Colors and Keying
Both the barrier style and the Euro style are available in two colors (red and liB&dd.terminal
blocks, which have gold contacts, are used forVoltage, lowenergy signals such asalog inputs,
contact inputs and low DC voltages. Red terminal blocks, which have tin contacts, are used for higher
voltages such as 120/240 Vac.
Colors of each Terminal Blocks must correlate to that of the mating header on /0O modules with which
they are used; that is:
1 Black terminal blocks, which have gold contacts, are for use with I/O modules that have black
headers and gold pins in the-gidh connetor; these include: Analog Inpul,channelAnalog
Output, DC Input, DC Output, Contact InpBulse Input, Pulse Output, Frequency Input,
Quadrature Input
1 Red terminal blocks, which have white (tin) contacts, are for use with I/O modules that have
red readers and whitdtin-) contacts in the 2pin connector; these include: AC Input, AC
Output, and Relay Output.
1 36-pin black Euro terminal blocksvhich have gold contacts, are for use \@point AO,16-
point AO, 16-point Al, 32point DI, and 32point DO modules.
1 Terminal blocks rastbe keyed by the installer to prevent high voltage terminal blocks from
being installed on low voltage modules. Sedble14.
1 Any of the colorcoded labels will fit into the door of gierminal block. Use care to ensure
that all hardware components match each other, and also match the control strategy in the
configuration file.
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6.3. Remote Termination Panel (RTP)

The optional Remote Termination Panel (RTP) provides an easy way to cdmat@chtrolEdge HC900
controller to the field wiring. The RTP integrates some of the typical externally connected components,
reducing wiring and setup time. It also minimizes the need for multiple wires under a single screw
connection by expanding theratectivity of the shared terminals of the I/O modules.

SeeAppendix- Installation of Remote Termination Panels (RTpaye233for details.

6.4. Terminal Block-to-Field (Signal) Wiring

Although both othe two available terminal block styles can be used on all I/O module types, wiring
methods vary with the module type and with the type of field devices connected to the terminal block.
The descriptions that follow provide details.

Wiring can be routechtough the terminal block at the top, at the bottom, or both. Wiring should be fixed
in place using wire ties at the slotted tabs that are molded in at top and bottom of each terminal block.

Wiring Rules and Recommendations

In general stranded copper wire should be used forth@mmocouple electrical connections. Twisted
pair wiring with shielded cablis recommended analill improve noise immunity if wire routing is
suspect.

Wire Gage
Observe all local codes whemaking power connections. Unless local electrical codes dictate otherwise,
the recommended minimum wire size connections is given ihable12.

Table 127 Minimum Recommended Wire Sizes

Wire Wire Application
Gauge
14 Earth ground to common power supply.

14 to 16 AC to power supply

10to 14 Earth ground wire

20 DC current and voltage field wiring

22 DC current and voltage wiring in control room

Routing and Securing Wires
Typically, field wiring is routed to connections at a terminal panel near the controller and then from the
terminal panel to the terminal blocks on the 1/0O modules.
Whatever method of routing is used, wiring must be mechanically supportedtaltengih, and must be
protected from physical damage and electromagnetic (noise) interfer&eaklgctrical Considerations
page62.)
Also, all wires must be securely terminated, using appropriate wiring practices.
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Signal Grounding

The shield for each input should be grounded at Low-Frequency Shield
the grounding bafoptional) at the top or bottom Noise Rejection wire

of each rack as indicated kiigure43. For low

frequency noise rejection, 1/0 wiring shields s
should be grounded only at the controller end. -~

For highfrequency noise rejection, shields should
be grounded at the controller and at the field
device. If the ground voltage potentalthe field
device is different from that at the controller, a
DC isolation capacitashould be used between DC isolation
the shield and the grounding bar on the rack. Capacitor

High-Frequency
Noise Rejection

Shield
wire

Figure 42171 Signal-Wire Grounding

Aluminum grounding bars for I/O wiring are available as options. When selected for use, they are
fastened to the top and/or bottom of each rack, as indicakédure43. To enable camection of

multiple ground wires with a single screw, the wires can be twisted together and secured with a wire lug.
To facilitate module replacement, it is advisable in most cases to route all wiring through either the top or
the bottom of the terminaldck. This

allows the terminal block to pivot up or
down, allowing ready access to the module,
and is the preferred method for a limited
number of wires.

For a larger number of wires, or for wires
of a heavier gauge, it is advisable to route
some wireghrough the top of the terminal
block, and some through the bottom, as
indicated inFigure43. In this case, it is
necessary to adjust wire length so as to
ensure adequate flexibility of the twisted
wires and to pvide clearance sufficient to
remove the 1/0 module.

Figure 431 Wire-Shield Grounding
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Terminal Block Jumper Combs

Two styles of terminal block jumper combs are available for use with the kstgieiteminal blocks:
tenposition and two position(

Figure44)
The tenposition jumpers are used with AC output modules to-+iod@nect L1 (ACHot) of all channels.
The twoposition jumpers are used to connect
Common(DC negative or AC neutral) for the DC .
input module, the DC Output Module, and the AC
Input Module. Each of these module types has
groups of eight channels, with the two groups
isolated from each other. The tygosition jumper
connects (Common) terminal® and 12, making
one group of sixteen nenolated channels.

The twaposition jumper can also be used to conne
the V+ terminals on the DC Output Module.
Refer to the wiring information on each module,
given in this section of this manual.

5

10

12

N
)
€0,

14

16
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Figure 441 Terminal Block Jumper Installation

Revision 7 ControlEdge HC900 Process & Safety Controller User and Installation Manual 91
April 2018



6.5.
A\ WARNING

Removal and Insertion Under Power (RIUP)

Read and understand all of the following information regarding RIUP before attemptingoicerand/or
replace any I/O module, particularly in a system that is actively controlling a process.

In legacy systemsll of the 1/0O Module types in th€ontrolEdge HC90Controller System include the
Removal and Insertion Under Power (RIUP) feature.t i®avhile the rack is powered, any of the I/O
Modules can be removed or inserted:
1 With no physical damage to the module, to the rack, or to other modules in the rack

1 Without disturbing the functions gther I/O modulesn the rack or in the system.

Unde carefully controlled circumstances, this feature enables the user to remove and insert an I/O
module without completely shutting down a running system. However, it must be recognized that
removing or inserting an I/O module under power is potentiathattius to property and to personnel.
In new systems, the CPU and Scanner modules support&tdifinstances that dictate prudent actions

depend on conditions and specific process applications at each user facility. It is the responsibility of site

persomel to know all potential consequences of RIUP, and to take actions to prevent all adverse
consequences before removing or inserting an I/O module under pbal@e13 provides some general
guidelines for estaldhing appropriate procedures at a given installation.

Table 137 RIUP: Potential Hazards and Recommended Actions

Hazard

Source

Preventive Action(s)

A\ WARNING &

Hazardous Voltages

Potentially lethal voltages on
Terminal Boards associated with
1/0 Modules.

Disconnect all signals at terminal
blocks from sources of power before
removing the terminal block from
the I/O module.

A\ CAUTION

Loss of control or view of
arunning process

Each signal at each of the
terminals for an I/0O module has a
specific function. Any or all of the
signals may be vital for safely
controlling a process.

Either:

Using trained personnel and
appropriate control mechanisms,
transfer to manual control for each
signal that is necessary to maintain
safe process control.

Or:

Bring the process to a safe stop
before initiating the removal or
insertion procedure.

A\ WARNING A EXPLOSION HAZARD

Class 1, Division 2 Installations

1 Do not DISCONNECT EQUIPMENT UNLESS POWER HAS BEEN SWITCHED OFF OR THE
AREA IS KNOWN TO BE NONHAZARDOQUS.
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6.6. /O Module Installation Procedures
Table 1417 Connect Input/Output Wiring

Step Procedure Comments Reference

1 Using Rack #, Slot #,
Channel # data from a
Designer Software report,
fill in the tag names on the
Label for each configured
I/O Module. Module slot
position should take heat
de-rating into account.
See Heat Rise De-rating
page 58.

Be sure to use the
appropriate label for each
module type.

2 Place the appropriate label
supplied with the module
(tagname side out) into the
hinged door for each 1/0
Module.

Slotted tabs, molded into
the door at top and
bottom, hold the label in
place.

CAUTION
DE-ENERGIZE \
MODULE FIELD
POWER BEFORE |

SERVICING

Term, No. \

IN1~ 1

IN1-
IpTD1-2
N2+
N2~
IN3-

OIS S

oy O
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Step

Procedure

Comments

Reference

(Optional): Install jumper
combs into designated
Barrier style Terminal
Blocks, to reduce the
wiring required to supply
power:

Two-position jumper for
the DC Input Module
and/or on the DC Output
Module.

Ten-position jumper for
the AC Output Module.

Five-position jumper (10-
position jumper cut in half)
for a Relay Output
Module.

AC Output

AC Input
DC Input
DC Output

HTHE

l

Refer to terminal block wiring diagrams for specific information.

For each configured and
labeled 1/0 Module, break
off the "key-tabs" in the
pattern that identifies each
module type.

(For a diagram of each
key-tab pattern, use the
I/O Modules and/or the
diagram shown next page.

120/240 VAC,
125 VDC IN

Module

for AC Output
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Step

Procedure

Comments Reference

cont
od

[N

EPEN

NOTE: In the diagram below, the white cut-outs represent the cut-outs on the modules that
accommodate tabs on the Terminal Block. That is, all key-tabs that line up with the white cut-outs on
the diagram should be retained, and all other tabs should be removed.

The orientation of the diagrams below corresponds to the picture of the terminal block, shown in the

previous picture.

120/240Vac IN

120/240Vac
125 VDC IN

120/240Vac OUT

Diagrams for I/O Module Key-Tabs

Contact IN
24 VdcIN
Analog IN
Analog OUT
PFQ
ulo

24Vde OUT
32D0
Relay OUT
16Al

3201
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Step

Procedure Comments Reference

If installing High Level 16 channel Analog Input module, set its SW1 and SW2 DIP switches to ON. This
connects an internal 250 ohm resistor.

A small slotted screwdriver or paperclip works well; avoid using pencils.

:'J Honeywell

e

,"' N L:: Z “‘u.
" wWED \
' HExO |
| OB |

\ ;e }
"\\ ~ o5 ‘,.;
\mg: / U

If installing 8- or 16-channel Analog Output module, set its DIP switch as follows. (Switch is located at
edge of modul e, marked ASW10.)

1 For internal rack power, set DIP switch to ON.
1 For external power (18-36V), set DIP switch to OFF (default).

Note: 24VDC external power is required if using 6 or more 8-pt. AO modules or 3 or more 16-pt. AO
modules.

A small slotted screwdriver or paperclip works well; avoid using pencils.

(o]
L

8-16 Analog output Channels require loop power for open loop detection.
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Step Procedure Comments Reference

7 If installing a PFQ module, set its Input 1, Input 2 and Index DIP switches to differential or single ended
mode. Inputs mode need not match index mode. See below for switch positions.

Switch location on PFQ module:

-~ Honeywell

swi "
INPUT 1, 5&F

SW2
INPUT 2

sw3 .
INDEX o

Settings (using Input 1 as example)

Single ended (factory setting):

ON OFF

IN1
== S

DIFF | =5 [N
SINGLE | S5 [ INT

1and 2 (SINGLE) =ON, 3and 4 (DIFF)=OFF  S\\/1

Differential:

ON OFF

g0
SINGLE|§ 22 !NHi
1and 2 (SINGLE) = OFF, 3 and 4 (DIFF) =ON_ g\\/1
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Step

Procedure

Comments

Reference

Connect wire-tie into the
top and/or bottom of the
Rack.

Form a bend in each wire
to provide strain relief, and
secure the wire bundle
with the tie.

Euro Terminal Block
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Step

Procedure

Comments Reference

Install I/O modules in
racks. Be sure to follow
placement guidelines
under Heat Rise De-rating
page 58.

/s L
\ \ ®
| | 62
. 512
| I NN o2
| | PFEERES 2 ®
le_—s s o &= e
@ [o}h

/S 8 B

LSS

10

Install I/O module, install
appropriate terminal block.

11

In each slot location not
occupied by an I/O
module, install a Filler
Block cover, Part number
900TNF-0001.

Note: The Filler Block Cover looks much like an I/O Terminal Block
assembly, except that it does not include the wire terminating block
(screw terminals). The Filler Block mounts in the same manner as a
Terminal Block (with captured screws at top and bottom). Blank labels
are provided for mounting in the hinged door.
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6.7. I/O Terminal Block Wiring Diagrams

Universal Analog Input Module Wiring

The Universal Analog Input Module has eight inputs, which can include any combintinen o
following input types: RTD, TC, Ohms, Millivolt, Volt, or Milliamg=zigure46 shows wiring examples of
each of the analog input types. An example of wiring for eight TC inputs is givegure48.

Specifications for this module and for other modules are given in the Specifications section of this
manual.

ﬂ ATTENTION

To indicate sensor failure the Analog Input software will output a warning if
thermocouple resistance > 80 ohms. Use appropriate gauge wiring to prevent
inaccurate failure warnings.

Table 1571 Typical Thermocouple resistance in Ohms per Double Foot @ 68 degrees F

AWG No. [Diameter (TypeK [TypeJ Type T Type E Type S Type R Type WS/ {Type W/
inches PYPT110 |PYPT113 W26 W26
10 0.102 0.058 [0.034 0.029 0.069 0.018 0.018 0.023 0.020
12 0.081 0.091 [0.054 0.046 0.109 0.028 0.029 0.037 0.031
14 0.064 0.146 (0.087 0.074 0.175 0.045 0.047 0.058 0.049
16 0.051 0.230 [0.137 0.117 0.276 0.071 0.073 0.092 0.078
18 0.040 0.374 [0.222 0.190 0.448 0.116 0.119 0.148 0.126
20 0.032 0.586 [0.357 0.298 0.707 0.185 0.190 0.235 0.200
24 0.0201 |1.490 [0.878 0.7526 1.78 0.464 0.478 0.594 0.560
26 0.0159 |2.381 [1.405 1.204 2.836 0.740 0.760 0.945 0.803
30 0.0100 [5.984 (3.551 3.043 7.169 1.85 191 2.38 2.03
Table values are shown as a reference only; actual values may vary. Consult manufacturer specificaions.

Isolation
This module has eight inputs, which are isolated except for RTD currentsource

RTD Inputs

RTD inputs share current sources (two RTD inputs per source), as shown in

Figure45, Figure46 andFigure4?.
For example, the current source floe RTD input at channel one (terminals 1 and 2) is terminak3 (I
1 & 2). This same current sourcard1 & 2) is also used for an RTD input at channel two (terminals 4
and b).
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Figure45 andFigure49 show examples of RTD input wiring{&ire and 3wire RTDs). Fouwire RTD
inputs are not available.

+
RTD (3-Wire) - E
lnput L~ [ | 777 F
= - N €
I leecscccccoees IN 1 - =
i pembeen oy 1 & 2
RTD (3-ere) RTD
Input peememnea- IN 2+ |@
b e — 1 (5)
- i IN 3+ .( :)
SRRELLLEEEE IN 3-
: P

Figure 451 RTD Inputs

OHMs Inputs

Ohms inputs are wad similar to 2wire RTD inputs. That is, they require a current source, and thus must
use one of thextp current sources. Also, two terminals are jumpered together as they are-feiréwo
RTD inputs.
Analog channels wired for Ohms inpuli$fer from RTD inputs in these aspects:

1 Ohms inputs connect to variable resistance devices other than RTDs, and

1 Ohms inputs are configured Pesigner Softwaras Ohms inputs, rather than as RTD inputs.

1 Examples of wiring for resistance inputs are giireRigure49.
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Shield Grounding
Shields must be grounded as described under Shield Grounding at the beginning of this section.

A\ WARNING A

Hazardous voltagesxist at terminal blocks.
1 Using switches at fieldevicesdiscanect the field wiring from power sources before servicing.
Failure to comply with these instructions could result in death or serious injury.

+ o
RTD (3-Wire) - : g @
Input i

| W) U @
IRTD : (3)
L) i et e Wgis
= b= N 1+ —% IN 1+ D (4
" femmmmmmm—— N 1 - - ( : ’ IN1= ') =i
Thermocouple o e b1 & 2 @ o1 & 2 o |- @
Input ; N2+ 4 IN2+ D o
Moo IN2- @ IN2- S | | o
= P s IN 3+ 8 IN 3+ S | 0
b he- IN 3 @ IN % r3)
£ o 3& 4 8 o 384 )
l l RTD RTD
Ohms ] e IN 4+ IN 4+ D
Input X Jumper ( 10 N4~ 7)) @
= IN 5+ 1 IN 5+ %)
v e O Sl &
b, 586 13 lews 5 & 6 S [
: N6+ 5 IN 6+ g
+ b edasas = 15 ING-
mV, V mVorV > = i IN6 g
- F INT i IN7 + D
Input Source 3 H o~ e N7 o | ™.
hd l.,7&8 18 I 7 & 8 2 -, (15)
= - + — IN 8 . o - L)
" il - -« D) P S [+| ®
250 & %
e eal R L . ®
T m m @
24vde|_ |= ;
— @
Figure 46 7 Universal Analog Input Wiring Diagram
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RTD (3-Wire)
Input

RTD (3-Wire)
Input

RTD (3-Wire)
Input

RTD (2-Wire)
Input

SX6IOIOIC

14

DXOXO)

[1- :
1
i
1
1
i
o
i i
= E | IS IN 14 s—
! Temsessssssee- IN 1 - =
1 ]
ray H I 1&2
premmmmnes IN2+
il | IN2-
- IN 3+
i IN 3~ —
=+ kno3&4
= [N p—
IN 4 = o
IN 5+
IN5-
ko 5&6
e IN 6+
= i ING-
ik IN7
: IN7-
G lo7&8
= H IN 8+
[ 1
! IN8-
D —nad C
Jumper

Figure 471 Examples of RTD Input Wiring

g
.
S

IN 1+

Lo 1&2

IN2+

IN2-
IN 3+

IN 3-
Lo,3&4

IN 4+

IN4-

.
“
.
O

IN 5+
IN5-

l..5&6

IN 6+
INE-
IN7 +

INT7-
L 7&8

IN 8+

IN&-

@ wwwc>e|oow<a 200 soo»lwme 00O @

o)
v"
o
Pl

Revision 7
April 2018

ControlEdge HC900 Process & Safety Controller User and Installation Manual

103



Thermocouple W)
Inputs
IN 1+ —— 1 IN 1+ LD |
1< . — Rl N1- D
@ o |-
IN2+ IN2+ )
2 < IN2- l@ IN2- o
IN3+ 6 IN 3+ S |
3 < 52
IN3- IN 3- o
® )
< ol Bl D
4 IN4- 10 IN 4- 7))
IN5+ IN 5+ ©
5 < IN5- 12 IN 5- 0
| I 14 8 .
N6 + IN 6+
6 < IN6- i@ IN 6- S
INT + 16 IN7 + ZIS 7 m
7 < IN7- 17 IN 7- ) 5 @
S
IN8 += 19 IN 8+ o B " '
g8 < N 20 IN 8- e | =
21 (1)
Shield Groung=-=" % ﬂh I - @
(typical)
Figure 481 Analog Input Wiring - Eight TCs
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Resistance, Thermistor
Inputs

b
-
*e,
s
2
. *
s -
: :
: C
:

IN 1+

1
IN1-
2|| IN1&2er

g i
IN2-

IN 1+
IN 1= —‘

IN1& 20—

IN 2
nz L

0

“.-- Shield Ground
(typical)

V)
D |
D
o=l
0]
i £
IN 3+ ki3 S |
3 IN3- N5 — S (8)
4 IN3&4® 8 IN 3 & 48 2 o
5 IN 5+ —-!@ IN 5+ o
" [:]_ NS o 12 N5 —& ® ©)
IN58& 60~ I O .
N -t IN ;5 &'GT )
ING- (15) IN 6- S | (13)
L N1 @ Wi ok g . (19
8 IN7&8® 18 IN7&8e S | ™. (15)
4 IN &+ S 1.
|ng+8-_-t @ T S |
M

=

.
O‘.
.
5
L5
3
.
X
7 R
28> o
' 3
«* "
* . ." .
4 : ¢
- -

Figure 491 Analog Input Wiring - Eight Resistance Inputs

Resistance Temperature Device Inputs
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e DY) N 1+ o)
\_/
IN1=- 2 2 N 1= 0,
IN2+ 4 IN?+ EI;
IN2- l@l IN2- S
IN 3 + ] IN 3+ 3_‘.‘,.
IN3- { 7’ IN 3- S
>k 3840 8 L,384 @ Q
N4+ IN 4+ Q
IN4- 10 IN 4- %)
ING+ l@ IN 5+ 2]
IN5- 12 IN 5 )
5 >1.,5&6@ (13) Ly 586 @ Q [
ING + 14 IN 6+ )
6 ING- (15) IN 6- S
IN7 + 16 IN7 + 2'5 ",
IN7- 17 IN7- S | -
7 L, 7 & 8® — L,788 @ S
|N8+—"@‘ g O I
8 ING- @ IN 8- S |
= | M m >
L ]

*== Shield Ground
(typical)

Figure 507 Analog Input Wiring - Eight RTDs
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Slidewires

< .... %
24 ‘ & -
Ifﬂ—/\—mn— IN 1+ 0
F N 5 = IN 1- 0
= o 1 &2 lp 182 @
IN 2+ 1@ IN2+
. IN2- IN2-
2 4 @
:E<_ IN 3+ | IN 3+
IN3- |® IN 3-
R .y 3 &4 I o3 &4 ®

IN4+ l@ IN 4+
IN4- | IN 4-
IN5 + l@ IN 5+
RS

IN 5-
I, 586 |® I, 586 @
IN6 + | IN 6+
ING - |@ IN 6-
IN7 + I IN7 +

IN 7-

IN7- l@
lp 7 & 8 I by 7 &8 @
IN8 + @ IN 8+

.
g
W

=) |«D<>de>e|41>®<o|ecosI®®®|®oe|coee| =

Figure 5117 Analog Input Wiring i Slidewire (Position Proportion Block)

16 point High Level Analog Input Wiring (Figure 52)

Be sure to set the module DIP switches for voltage or current mode. SE¥2palyis requires Low
Voltage Euro style 3&rminal terminal block.

Note: Unused input channel shall not be left open for 906341210 module
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\ IN 1+ 1
= IN 2+
Source o

IN 2-

V Input

IN 3+
IN 4+
IN 3-
IN 4-
IN 5+
IN 6+
IN 5-
IN 6-
IN T+
IN 8+

4-20 mA | Xmtr =
1N O+ m—

Input ! IN 10+ =
24 Vdc IN 8- ==

- IN 10- m—
IN 11+

e N 12+ m—
IN 171~ —
IN 12~ m—
IN 13+
N 14+ m—
1N 13- m—
IN 14~
IN 15+
IN 15+ m—
N 15~ m—
IN 16- m—
NC —
NC m—
NC w—
NC  m—

[m |

Figure 521 16 point High Level Analog Input Wiring

11

13

15,

17,

18

21

DK @IRNE [RI®I®IIC RN KDIE
B

4 channel Analog Output Module Wiring

An example of Analog Output Module wiring is showrFigure53. Specifications for this module and
for other modules are given in the Specifications marglalapplications require an external serglgy
used to ensure outputs achieve failsafe actionC8e&rolEdge HCO0®@rocess & Safety Controller
Safety Manuafor additional details.

Isolation
The four outputs are isolated from each other.

Shield Grounding
Shields must be grounded as descrimeder Shield Grounding at the beginning of this section.

A\ WARNING A

Hazardous voltagesxist at terminal blocks.
1 Using switches at fieldevicesdisconnect the field wiring form power sources before servicing.
Failure to comply with these instructions couldutes death or serious injury.
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+

OUT 1+
OuT1-

LOAD Fom=- OuT1-

OuT 2+
OouT 2 -

OUT 3+
OuT 3 -

o}
C
5
w
¢
N
w

-

OUT 4+
OouT 4 -

o
C
5
IN
i
-

@O OVOEEO
CICICICICICIOIOICIO)

@ \OIOTOIOIS [OIMZS SIS VO [0I0IS WISTS) @

=

Figure 531 4 channel Analog Output Wiring Diagram

8 and 16 channel Analog Output Module Wiring

A\ WARNING A

Hazardous voltagesxist at terminal blocks.

AO8 and AO16 modules require at least one chanre wonfigured prior to a cold start for the module
to work properly. Subsequent channels then may be added with a hot start.

Failure to comply with these instructions could result in death or serious injury.

Examplesof high levelAnalog Output Module wing areshown inFigure54 andFigure55.

Specifications for this module and for other modules are given in the Specifications r&dinual.
applications require an extefrseeries relay used to ensure outputs achieve failsafe action. See
ControlEdge HC90®rocess & Safety Controller Safety Manfaladditional details.

Before installing, be sure tetermine power requirementee pagé2 and9o2.

Requires Low Voltage Euro style 3@érminal terminal block.

Isolation
The outputs are grouped with 4 outputs per group (outpdif$8, 912, 1316). Groups are isolated
from each other; outputs aremisolated within each group

Shield Grounding
Shields must be grounded as described under Shield Grounding at the beginning of this section.

A\ WARNING A

Hazardous voltagesxist at terminal blocks.
1 Using switches at fieldevicesdisconnect the field wiring forppower sources before servicing.
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Failure to comply with these instructions could result in death or serious injury.

LOAD

F===0UT1-
1
1

24VDC

NC 1
NC 23
NC 25
NC 27)
NC 20)
NC ey 31

NC == 33

35

LOAD

~===0UT1-

24vDC

-------- 24VDC+

[ W]

OUT 2+ melll >

OUT 2- mul 4
OUT 3+ A
OUT 4+ 6
OuUT 3- 7
OuT 4- 8
OUT 5+ 9
OUT 6+ 10,
OuUT 5- 11
OuUT 6- 12
OUT 7+ 13
OUT 8+ 14
OuT 7- 15
OUT 8-
OUT 9+
OUT 10+
OUT 9-
OUT 10-
OUT 11+
OUT 12+
OuT 11-
OUT 12-
OUT 13+
OUT 14+
OUT 13-
OUT 14- 28
OUT 15+ 29)
OUT 16+
OUT 15-
OUT 16-
NC
NC

20,

21
22

23,
24,

25

27

31

33

L1
&

35

== ==24VDC-

Figure 551 16 channel Analog Output Wiring Diagram

| [m ]
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DC Input Module Wiring

The DC Input Module has sixteen inputs, in two groups of eight inputs per group. The groups are isolated
from each other; inputs are ndwolated within each group. An example agial Input Module wiring

is shown inFigure56. Specifications for this module and for other modules are given in the
Specficationsmanual.

Shield Grounding
Shields must be grounded as described under Shieleh@ing at the beginning of this section.

Common Terminals

Two common terminals are provided for each group of eight inputs. Terminals 9 and 10 are connected in
the input module, and terminals 11 and 12 are connected in the module.

Jumper Comb

A two-position jumper comb is available (as an option, for bastide terminal blocks only) for
connecting digital common wiring (at terminals 9 andi10 and 12). SeEigure57.

A WARNING

Hazardous voltagesexist at terminal blocks.

9 Using switches at fieldevicesdisconnect the field wiring from power sources before servicing.
Failure to comply with these instructions could result in death or serious injury.

DC Input :
IN1 R 1 S 5
IN2 2 IN1 = D
N3 @ IN2 8
2 IN 4 4 IN3 &
OO0} — IN4 (D |
9 oo o IN5 5 - b
T ING 8 - .
- @ IN8 Q |.-
1032 Vdc | 2 IN7 "~ TR
/ e O IN8 O
Com 1 9 A %)
{IN 1-8) 10 Com 1 QD
(IN 1-8) )
Com 2 (11>
{In 8-16) -] @ Com?2 ©
(In 9-16)
e 2 VYiNg %
IN 10 14
i O IN 10 © | | e
i £
IN 12 16 - =\ @
b IN 12 D [,
IN 14 18 IN 14 e ", @
@ IN15 S I
16 = IN 16 S (16)
L d: = External I =
egen . Disconnect Fuse
Nl ] £

™ e

User-Supplied Safety Devices

Figure 56 1 DC Input Module Wiring Diagram
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Jumper:

either 10-12 s——c

OF 911 ==sy

-

Connect
any of 910 12 guufuna
to DC ()

Figure 571 DC Input Module Jumper
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32 point DC Input Module Wiring

The 32point DC Digital Input modul¢Figure58) provides two groups of 16 inputs, each vétpair of

terminals for connection to common. DC power applied between the common terminal and an input cause
the input to turn ON. A green LED on the module provides indication of an ON state. Logic in the
controller allows the state to be inverted wheoassary.

Requires Low Voltage Euro style 3@&rminal terminal block.

W;i_.L_ p— 1 1 \

“mmmuy

o

IN3 H
IN 4 a
NS ()
IN & H
IN7 (7)
N8
- -‘ ¢ lN 9 a
& ‘---ﬂ-—. O ——— IN10 H
TN 11 s (1)
IN 12 s H
TN 13— (33)
TN 14 s H
IN 15 s ()
K i IN18 H
115 o2
- 1- 16 COM H
IN17 (19)
: - iN 18 ]
M’:l—‘  ——— ] 10 @
IN 20 H
IN 21 (23)
IN 22 H
IN23 (25)
iN 24
ool R L IN 25 a
.----'“ _ p— [N 26 H
IN27 @
IN 28 H
IN29 (37)
N30 H
IN 31 (33)
S ey con =25
10-32 Vde b 17-22 COM
- 17-32 COM g

Legend: ®== Zx2mal J—
g “\, Disconnec: ¢ oy

\]?._ §

User-Suppiiad Safety Davices

Figure 581 32 point DC Input Module Wiring
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AC Input Module Wiring

The AC Input Module has sixteen inputs. An example of it Module wiring is shown iRigure59.
Specifications for this module and for other modules are given in the Specifications section of this

manual.

Common Terminals

Two common terminals are provided for eacbup of eight inputs. Terminals 9 and 10 are connected in
the input module, and terminals 11 and 12 are connected in the module.

Jumper Comb

An optional tweposition jumper comb is available as an option (for barrier style termimeit$bnly) for
connecting digital common wiring at terminals 9 andfferminals 10 and 12. S&égure60.

A\ WARNING

Hazardous voltagesxist at terminal blocks.
9 Using switches at field devices, disconnect the fieldngifrom power sources before servicing.

Failure to comply with these instructions could result in death or serious injury.

AC
Input

OC

i IN 1 (1) — D1 | -(a)
—O\O-0 — IN2 !@ IN2 ) R 8
I T2 IN3 3 IN3 2 3
o0 o o— e 4 N4 0] (8)
N 5 o Lo e
: (®) e 4 SO
L1 L2 (N ING—i () N6 S |.
L IN7 (7) IN7 3] (8)
P H A IN8 @ A INB %)
L}
J E Com 1 @ Com 1 QD _.
I l I (IN 1-8) 10 (IN 18) %) @
4 1]
E Com 2 @ Com2 3 @
2 E (In 9-16) | 12 (In 8-18) I L‘S L
IN9
!--------\'( IN9 IN 10 @ 14 IN 10 e "".--
£ . S
o © IN 11 @ il T" @
I IN 12 16 ol
-0 © IN13 @I IN 13 o
IN 14 18 IN 14 S @
IN 15 S . “enTygiune
| IN 15 19 F = =
o o— IN 16 © (20 IN 16 © 8
- m== External F—
tegend: = Discomect /T Fuse M m .
ﬁ{'—'_. / . .
(oo O
User-Supplied Safety Devices @
Figure 591 AC Input Module Wiring Diagram
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>
(@)
=
T
e
e

=

Jumper:

either 10-12==ms,

9

or 911 ===, | %,

-~

4

JOLOLOIS

Connect
any of 9-12 ===
to L2 /N

BleloIel6

=

Figure 601 AC Input Module Jumper
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AC/DC lIsolated Input Module Wiring

The AC/DC Input Module has sixteen isolated inputs. An example of AC Input and DC input Module
wiring is shown inFigure57. Specifications for this module and for other modalesgiven in the
Specifications manual.

Requires Low Voltage Euro style 3@rminal terminal block.

Isolation
Inputs must be powered from external voltage sources. Inputs are isolated from each other and from
controller power.

L

IN 1+ — T}
IN2+ z

IM 1- E
IN2- ——

IN3+ 5}
N+

IN 3- T
INi-

NG+ )
ING+

IN 5- :_1"1)
ING -

M7+
ING +

INT-
ING -

IN9+ 1
IN O+

IM G-
IM 13- g

IN 11+
IN &+

IN 11 - = |
IN T2 -

IN B+ =)
IN T+

M 2 -
IN 1d -

IN &+
IN 5+

IM -
IN % -

MNC
s

HNC
N

N

Figure 61 - AC/DC Isolated Input Module

116 ControlEdge HC900 Process & Safety Controller User and Installation Manual Revision 7
April 2018



€

IN 1
IN 2=—
IN L

IN 2o
IN3

IN 4
IN 3

or

IN 4 e
IN5

IN 6=
IN 5 =
IN 6 =
IN 7=
IN 8 ===
IN7

IN 8 s

IN9
IN 10 =——
IN Q ==

IN 10—

......

+ -
125 VDC

Legend: §7= External K
* Disconnect
~ P g

" olO\O

..... ’

User-Supplied Safety Device:

Fuse

IN11

IN 12—
IN 11—
IN 12 e
IN 13=
IN 14 ==
IN 13 ==
IN 14

25

27

IN 15
IN 16 ==

29

IN 15
IN 16 ——

[e)[e)@)[e) ©)vlel®lelelelle]lele)le)ele)e

31

33

35

Figure 621 AC/DC Isolated Input Module Wiring
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Contact Input Module Wiring

The Contact Input Module has sixteen inputs in one group. An examPlentdict Input wiring is shown

in Figure63. SIL applications require an external blocking diode used to insure inputs are protected from
ground faults. Se€ontrolEdge HCO0®rocess & Safety Controller Safety Mahtor additional details.
Specifications for the Contact Input Module and other modules are given in the Specifications manual.

Internally Powered Input Channels
The Contact Input Module provides voltage to the field contacts.

A CAUTION

Do not apply any external power to the field device or to the input terminals. Doing so
could damage the module.

Common terminals

Four common terminals are provided for the 16 inputs. Terminals 9, 10, 11, and 12 are connected in the
Contact Input module.

A\ WARNING
Hazardous voltagesexist at terminal blocks.

1 Using switches at fieldevicesdisconnect the field wiring from power sources before servicing.
Failure to comply with these instructions could result in death or serious injury.

Figure 631 Contact Input Wiring Diagram
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